
1 

 

Project Information 

Project Acronym HEEPSS 

Project Title Using repositories & e-portfolio tools to submit an application for 
employment 

Start Date 3 March 2008 End Date 31 July 2008 

Lead Institution AlphaPlus Consultancy Ltd 

Project Director John Winkley 

Project Manager & 
contact details 

John Winkley  

AlphaPlus Consultancy Ltd, Evans Business Centre, Regents 
Pavilion, Summerhouse Road, Moulton Park, NORTHAMPTON, 
NN3 6BJ 

0845 094 8825 

john.winkley@alphaplusconsultancy.co.uk  

Partner Institutions University of Kent 

University of Nottingham 

Project Web URL http://heepss.editme.com/ 

Programme Name 
(and number) 

Digital repositories programme 2007-8 

e-Learning Programme 2007-8 

Programme Manager Lisa Gray and Neil Jacobs 

Document Name 

Document Title Final Report 

Author(s) & project 
role 

John Winkley (Project Manager) 

Tom Mitchell (Technical Researcher) 

David Chadwick  (Information Systems Security Researcher) 

Angela Smallwood (ePortfolio Researcher) 

Sandra Winfield  (ePortfolio Researcher) 

Date July 2008 Filename HEEPSS Final Report.doc 

URL http://heepss.editme.com/FinalReport  

Access Ä  Project and JISC internal Ä  General dissemination 

 

Document History 

Version Date Comments 

1.0 July 2008 Final report published 

1.1 July 2009 Minor amendments based on feedback from Jonathan 

Dempsey of Digitary 

   

 

mailto:john.winkley@alphaplusconsultancy.co.uk
http://heepss.editme.com/FinalReport


2 

 

 

 

 

The HEEPSS Project 

A Scenario-based study 

Using repositories & e-portfolio tools to submit an 
application for employment 

 

 

 

 

Final Report 

Tom Mitchell, John Winkley AlphaPlus Consultancy 

David Chadwick, University of Kent 

Angela Smallwood, Sandra Winfield, University of Nottingham 

July 2008 



3 

Context 

This is the final report of the JISC funded óScenario-based study: Using repositories & e-
portfolio tools to submit an application for employmentô. This study is based around the 
exploration of a future scenario, described in the main body of the text. The project website is 
located at: http://heepss.editme.com/.  

The study was carried out by Tom Mitchell and John Winkley of the AlphaPlus 
Consultancy Ltd, in collaboration with Dr Angela Smallwood and Sandra Winfield from the 
Centre for International ePortfolio Development at the University of Nottingham, and 
Professor David Chadwick from the Computing Laboratory at the University of Kent. 

The project is building on the work of other projects in the domain. Of particular relevance is 
the thin e-portfolio model recommended by eP4LL. The thin e- portfolio is defined as a 
dynamically generated view of distributed data. This reflects our view of the domain: that we 
should assume that 

1) the data sources needed for an e-portfolio are distributed around the web, that each 
data source can contain a mixture of content and references to other sources, and 
that from a security perspective each piece of content and each reference will have its 
own confidentiality level and method of access; 

2) the software applications and services which act upon this data are componentised, 
and potentially distributed around the web. 

However the study also has specific relevance to repositories: one of the project goals is to 
identify the implications for repositories of the scenario.  

http://heepss.editme.com/
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1. Executive Summary 
This report describes the work of the HEEPSS project (Higher Education Employment 
Scenario Study).  

The project explored the scenario of an archaeology academic in a UK HEI, wishing to apply 
for a job at another HEI. She has many intellectual outputs relating to her lifelong learning 
achievements. These outputs include her qualifications, final year dissertation, masters 
thesis, PhD thesis, digital photographs of site visits, her blog, research papers in repositories 
and online journals, and learning materials developed for her teaching. She wants to prepare 
her job application through offering a web-based presentation of her achievements based on 
her e-portfolio assets, selected and narrated to demonstrate the required skills for the job.  

Most current e-portfolio applications operate on the principle that assets are to be aggregated 
within the applicationôs repository. Evidence from research within the educational domain and 
the wider ICT world increasingly suggests, however, that users are ever more likely to use 
Web 2.0 tools and service mashups to create, edit and store assets all over the web. In 
addition, learning, teaching, and research materials are routinely housed in disparate 
personal, institutional, national, and commercial repositories. It seems clear that the assets 
which comprise an e-portfolio will increasingly be distributed around the web, rather than 
contained in any one repository, local or otherwise. The future of e-portfolio is as a 
ñdynamically generated view of distributed dataò, not an aggregation tool. 

In parallel with this evolution of general e-portfolio usage, the deployment of content from 
within e-portfolios as evidence to support employment applications is of increasing interest 
because of the potential for the rich evidence (from both the perspectives of richness of media 
and narrative) in an e-portfolio to improve the quality of the employment application. 

Undoubtedly, applicants for academic jobs (like most other job applicants) place considerable 
importance on the application process and are prepared to invest time and effort in presenting 
the best possible application.  For this reason, we believe the scenario offers a fertile setting 
for exploring the use of e-portfolios in presentation mode ï one of the key transactions which 
research suggests e-portfolios must support. However, the burden of work for the applicant 
associated with assembling or configuring their e-portfolio for the application is significant and 
must not be too onerous, even allowing for the substantial potential benefit. 

Equally, from the employerôs side, the preparation of job specifications, sifting of applications, 
shortlisting, preparing for and undertaking of interviews are all time consuming. There is 
interest in how such rich evidence might, for example, enable checks that surface level claims 
made by applicants are in fact supported by more detailed evidence. As (web) services are 
increasingly aligned with business processes, the opportunity for ICT to enhance and indeed 
transform the employment application process has never greater.  Indeed, many universities 
already use web-based workflow tools to manage the employment process, where candidates 
complete application forms on-screen and upload curriculum vitae. 

However, as for the applicant, the benefits to the employer of this additional evidence must be 
proportional to the additional effort required to view it. 

There are technical challenges too which impinge upon the scenario. Many of the repositories 
which hold a userôs assets are secure. That is, they require some form of authentication, such 
as a username and password, and typically a prospective employer will not have access to 
the same assets as the user. The primary technological challenge in the scenario therefore is 
how will users be able to securely share access, on a controlled basis, to assets they hold 
within secure repositories. The scenario might be an employment application, or the RAE, or 
internal promotion/appraisal, but the fundamental technical challenge for the distributed 
presentation e-portfolio is the same. 
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The software mechanism which allows sharing of secure resources is referred to as 
delegation of authority in security circles. There are already significant infrastructure 
developments underway in education which will directly support this. The Managing 
Information Across Partners (MIAP) services will allow learners to link their educational pieces 
of information together into a Learner Record, with learners able to control third party access 
to some or all of this record. Referred to as shared services, MIAP and the Minerva project 
are leading the way in developing large scale secure repositories which support delegation of 
authority. In HE, secure online access to degree certificates is now being deployed in Ireland 
and piloted in the UK using a similar approach. 

These services are aimed solely at formal qualifications, with heavy duty security models in 
place to ensure both that learnersô personal information is not compromised, and that 
prospective employers can have trust in the services. But formal qualifications are only a 
small part of the e-portfolio in our scenario, and not the richest in terms of their use as 
supporting evidence. The majority of e-portfolio assets will reside in more general purpose 
repositories. Many Web 2.0 applications (e.g. Google Docs, Gliffy, etc) already offer a 
lightweight delegation of authority mechanism which allows users to share their private 
resources. The OAuth project is attempting to bring these various parties together to use one 
standard protocol for delegating access rights to third parties. UK HE repositories however, 
currently do not offer any delegation of authority capability.  

From our analysis of the current developments in shared services, we believe that in future 
there will be two fundamentally different types of repository: 

 Authoritative Sources. These will be repositories which provide original certified content 
(via services), and provide digitally signed content when requested to do so. Examples of 
authoritative sources are universities who provide degree certificates and employers who 
provide references.  

 Repositories. These are óstandardô repositories which are not authoritative sources of 
information, but rather allow users to create and modify whatever information they wish to 
in the repository.  These far more common repositories will not vouch for the validity of 
any of the information that they hold, although they will ensure its integrity (i.e. they will 
return unaltered what they were given). Examples include institutional repositories, and 
Web2.0 applications. 

With the two types of repository described above, it is possible to see how ICT will enhance 
the employment application scenario. Using an academic applying for a job at a new 
institution as an example: 

1. The academic will create a web document using their editor of choice. The document 
may include their personal statement, reflections, commentary on referenced assets, 
etc., as well as links to the assets themselves.  

2. Some of the links will reference assets held in secure repositories and/or in 
authoritative sources. The user will delegate authority to the recipient to access the 
referenced contents.  

3. The web document itself will be stored in a secure repository of the userôs choosing 
(probably one of the repositories they are already using), with the assets remaining 
distributed.  

4. A URL to the web document will be shared with employers. The user will have 
delegated authority to the employer to enable them to access the web document and 
its contents.  

5. The employer will be able to view the web document in a browser, read the personal 
statement, reflections, etc, and click on the embedded URLs to view the assets.  
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This model requires no special e-portfolio tool, editor, or service. It depends instead on the 
repositories to support secure sharing of private assets. All users interact directly with the 
repository services (which is why we refer to this as the direct model).  

The direct model undoubtedly offers the most secure solution for the employment scenario. It 
is, however, sub-optimal from a usability viewpoint, since it may require the employer to 
authenticate themselves multiple times when viewing assets in different repositories. Equally 
it delegates the required security development onto repositories, and cannot function if 
repositories do not provide the required services.  

For these reasons we anticipate the emergence of trusted middleware, in this case an e-
portfolio tool which will manage private assets, and support secure annotation of private 
assets by authenticated third parties

1
. It will do this by holding a copy of the userôs private 

credentials so that it can access the repositories and authoritative sources by masquerading 
as the user. Furthermore it will act as a proxy to transparently deliver private assets to 
authenticated recipients (such as a potential employer). For this model there will remain a 
specific need for a dedicated e-portfolio tool incorporating a presentation layer which provides 
the user with a rich client user interface tailored to the e-portfolio context, whilst orchestrating 
a number of services, most importantly delegation of authority, in order to support the user in 
carrying out specific e-portfolio tasks. 

The primary weakness in the proxy model is that it requires users to give their authentication 
credentials to the proxy so that it can act on their behalf (i.e. masquerade) with the service 
providers, and many users will feel uncomfortable about giving their authentication credentials 
to a remote proxy. The trade-off is that it will offer better usability, and provide a means of 
sharing private assets stored in repositories which donôt themselves support resource sharing. 
Ultimately it will be for users of the technology and services to determine which levels of 
security are most appropriate for their particular use cases.  

Whilst many Web 2.0 applications already support lightweight sharing of private assets, and 
shared services will shortly provide a highly secure method of sharing access to formal 
qualification data, UK HE repositories have no such functionality planned. We argue that 
there is a strong case for UK HE repositories to implement delegation of authority services 
which allow temporary access to private digital resources. This would support not only the 
employment scenario, but other specific scenarios such as the RAE, and the more general 
goal of allowing users to painlessly re-purpose their data for their own legitimate uses. We 
conclude that JISC should support and encourage development in the following areas: 

Federated Access :  

 JISC should encourage and support HEIs to implement fine grained attribute release 
policies and to let subjects set their own attribute release policies. Currently institu-
tions are defining very conservative attribute release policies, and they are typically 
not releasing anything other than "yes this person is at institution x". If repositories 
donôt know who is contacting them via Shibboleth login, they cannot allow users to set 
access controls to allow other users to access their resources.  

 JISC should consider further work on policy recommendations for HEIs in what they 
should/legally can allow to be shared and what users will feel comfortable with being 
shared. Many of the repository people we spoke to expressed uncertainty about HEIôs 
attitude to the sharing of resources from institutional repositories. 

                                                      

1
 Note that the Annotation Service required by e-portfolios is not the usual annotation service 

which allows the user to modify the existing content, e.g. as in a wiki, but rather it is an 
append only service which allows the user to add to existing content but not to modify or 
delete it. 
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 As with all aspects of the e-portfolio enterprise, these approaches should emphasise 
right-sizing/fitness for purpose.  While trust and security is an important consideration, 
and of great relevance for secure data and transactions, the world of HEI employ-
ment, and an HE employeeôs lifelong learning record generally places lower priority 
on high level security than on ease of use and utility. 

 

Repositories :  

 JISC should support a project to demonstrate and/or develop an open source delega-
tion of authority library. The library would enable repositories to implement delegation 
of authority for resources by way of a simple API, with supporting documentation pro-
viding walk-throughs detailing implementation.  

 As above this should prioritise usability.  In practice, this may mean borrowing from 
other successful approaches in the wider world of Web 2.0 repositories. 

 

Authoritative Sources :  

 JISC should support a project to demonstrate the implementation of an authoritative 
source using an open source repository. The implementation should use the delega-
tion of authority library discussed above. The trial domain could be to provide secure 
online access to degree certificates, or employment references, or similar. 

 JISC should support the development of standards for the format of digitally signed 
degree certificates and transcripts from authoritative sources. These will probably be 
based on XML, the Dublin Core, X.509 etc. 

 

Developing The Scenario 

 The above measures are critical for the scenario to be implemented but are 
essentially technical in nature.  There would be benefit from ñproof of conceptò user 
trials (for example for a small number of job applications in a handful of departments 
within a particular HEI).  The purpose of this trial would be to measure the benefits of 
the additional applicant information against the effort involved, from the perspective of 
both the applicant and the recruiting academic.  Because of the small scale nature of 
the trial, many of the technical barriers could be overcome by manual means (for 
example, including only public assets in the web presentation). 

 

How to Read the Report 

The main body of the report which follows is approximately twenty pages long. It contains a 
narrative which outlines the work we have carried out, and which has led us to the 
conclusions outlined above. The appendices to the main report contain much more detail on 
all aspects of the work, and on security issues in particular. The interested reader may 
choose to dip into the Appendices in order to understand more fully points outlined in the 
narrative text. 
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2. Introduction 
This is the final report of the JISC funded óScenario-based study: Using repositories & e-
portfolio tools to submit an application for employmentô. This study is based around the 
exploration of a future scenario, described below. 

The Scenario as outlined in the ITT 
The scenario is of an academic working at a UK Higher Education institution. She has many 
intellectual outputs relating to her lifelong learning achievements that she has collected so far 
during her professional life. These outputs include her qualifications, University final year 
dissertation, a Masters thesis, a PhD thesis, digital photographs evidencing her site visits to 
archaeological digs on Flickr, her blog of events sheôs been to, some research papers held in 
repositories and online journals, and some learning materials developed for teaching. These 
outputs are sitting in a number of different places, but can be drawn upon (imported or 
dynamically drawn down) into her e-portfolio (system or suite of tools) where she is able to 
provide views of these outputs for different purposes and audiences. 

She is looking to apply for a new job in a larger department in a different institution. She 
wants to prepare her application through offering a presentation of her achievements through 
her e-portfolio, in the form of a web-based presentation based around the required skills for 
the job presenting a range of her work. She also asks her Head of School and the local 
Museum curator to comment as referees on a range of her achievements which are included 
in the presentation, and allows them access with permissions to annotate the results. She 
evidences the competencies required for the new job by pointing to a range of outputs and 
the comments of her colleagues. She is then able to give permission for the recruiting 
institution to access the presentation and view her achievements matched to the skills 
required for the post.  

Terminology 
This project spans several technology domains, including e-portfolio, repositories, and 
security. Inevitably the terminology in these areas differs. In the e-portfolio domain asset is 
often used to refer to an item belonging to a user. In repository terminology, these assets are 
just another digital resource. Finally in security circles, the term PII (personal identifying 
information) may be used in a similar context. Since the predominant domain for the scenario 
here is e-portfolio, we will in the main talk about assets. On occasion we may use the term 
private asset, by which we mean an asset which is stored in a repository which requires 
some form of authentication (e.g. login / password) and authorisation (e.g. read or append) to 
access it. When dealing specifically with security issues we may use the term PII asset.  

Methodology 
The project team are geographically distributed and have a wide range of skills and 
backgrounds.  We were keen to establish a strong common purpose at the outset.  The first 
and second work packages therefore focused on developing a detailed project plan (WP1), 
and a detailed non-technical elaboration of the scenario.  We supported both these activities 
through the use of weekly telephone conferences with rapid turnaround of documentation.  A 
significant amount of time was also spent sharing knowledge about our existing work and 
discussing approaches to the problems.  The result of WP2 was a detailed description of the 
scenario, expressed in a relatively loose ñuse caseò but with substantial detail about the 
motivations, obligations and expectations of the key actors which allowed us to focus on the 
principles of utility and usability from the actorsô perspectives before getting into the technical 
detail.  A large number of potentially related or informative projects were also identified during 
WP2 for further review. 

The project work then split into technical (WP3 technical implementation) and non-technical ( 
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WP4 Organisational, Cultural and Legal Issues) work packages with the former being the 
largest part of the project. 

The Technical WP3 programme involved high level system specification work, along with 
detailed work on trust, security and privacy management.  It was clear from the outset that the 
security aspects of access to assets in 3

rd
 party repositories was a key project success factor.  

Existing security implementations were reviewed, as was relevant academic work and the 
latest developments in sharing digital resources in the Web 2.0 world. A brief survey of 
existing practice within the UK HE repositories sector was also carried out. The work in WP3 
resulted in two alternate approaches to a technical solution, both of which are documented in 
the report. A detailed security analysis is included in the appendices of the report. 

The Organisational Cultural and Legal work in WP4 involved revisiting some of the 
requirements specification work in WP2 and exploring areas where external inputs where 
required, notably around the legal infrastructure of employment scenarios, and the associated 
processes currently used within HEI Human Resources departments.  We found that having 
already undertaken considerable work on the scenario in WP2, we were able to present 
focused questions to specialist consultees external to the project, and this work was 
completed more quickly than expected. 

The final part of the project has involved producing the project final report (this document, 
produced by separate writers producing sections, and sequential and parallel mediated 
revisions) and producing the draft SUMs for insertion into the e-Framework.  We only 
obtained clear advice about the requirements for SUM documentation rather late in the 
project (partly due to our not recognising its importance early enough, and partly due to the 
availability of support resources) and this has led to some challenges which are described in 
a separate report on ñour experiences working with the e-frameworkò.  

We are satisfied that the methodology broadly achieved its objectives of: 

1. Ensuring that the project delivered satisfactory outputs on time and on budget. 

2. Enabling a geographically diverse team of educationalists with different specialisms to 
collaborate effectively without excessive project overhead. 
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3. Analysis of the scenario 
This section of the report describes our functional analysis of the scenario from the 
perspective of the actors and organisations involved.  It draws on more detailed work 
presented in Appendix A.   

The scenario as presented above suggests that the academic applicant is the central actor. 
However the scenario is based around a job application, and as such we must consider 
carefully the others involved in the application process. This leads us to the view that actually 
it is most commonly the employer who drives the process: they will in future, as they do now, 
demand that applicants conform to their (in many cases, fairly rigid) applications processes, 
for example, requiring the applicant to complete standard forms (often online), which enable 
the HR department to capture the necessary information, and ensure that the applicantôs 
information can be presented to appointing staff in a uniform format in the interests of good 
practice and equal opportunities. 

Our conclusion from this is that we must take care to consider the viewpoint of both the 
employer organisation (several people in different roles) and the potential employee in the 
scenario, and only then consider the technical requirements. With this in mind, Appendix A 
provides a longer narrative detailing the view we have formed of the context of the scenario. 
The main points are outlined in the remainder of this chapter. 

The applicantôs viewpoint 
The scenario implicitly assumes that: 

a) The applying academic has additional rich evidence that they would like to present as 
part of their application. 

b) They are willing to undertake the additional effort required to do this. 

While the project has not interviewed job applicants directly, we believe these are entirely 
reasonable assumptions.  Traditional paper-based applications place limits on the amount 
and types of information that can be submitted, and as the richness of everyday work-related 
evidence increases, so academics will wish to be able to make elements of this information 
available to potential employers.  Undoubtedly, applicants for academic jobs (like most other 
job applicants) place considerable importance on the process and are prepared to invest time 
and effort in presenting the best possible application.  For this reason, we believe the 
scenario offers a fertile setting for exploring the use of e-portfolios in presentation mode ï one 
of the key transactions which research suggests e-portfolios must support. 

However, the burden of work for the applicant associated with assembling the e-portfolio in 
the first place, is significant and must not be too onerous even considering the substantial 
potential benefit.  An offer of employment is clearly compelling, but the balance of required 
effort vs. prospective reward has proved to be important in many e-portfolio applications ï 
unreasonable expectations of effort are the reason why a number of personal (e-) portfolios 
(cf. Progress Files, Records of Achievement) have sometimes fallen into disuse. If few third 
parties are interested in e-portfolios, there is little incentive for the applicant to spend 
considerable time developing and maintaining them on an everyday basis. The scenario takes 
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as a given that the applicant already has an active e-portfolio, and we are assuming that she 
is using it already for other required purposes which occur routinely2.  

The advantage to the applicant of engaging with the technology for the purpose of applying 
for the job will be the opportunity to draw easily upon ónaturally occurring assetsô to populate 
their presentation (e.g. evidence provided for appraisal, an ongoing personal 
datastore/knowledge base). For the e-portfolio employment scenario to be attractive (i.e. to be 
worth the extra bother compared to a paper application), the technical approach must 

(a) allow and encourage the use of rich evidence and narrative from the e-portfolio by 
the applicant (and perhaps even more so, its utilisation by the recruiter), and 

(b) make it as easy as possible to sift, select, and arrange this evidence as  narrative 
support for the e-application, from wherever it was created. 

We also recognise that the current employment application (or indeed promotion) process 
requires significant paperwork, and that the e-portfolio ought to be able to streamline the 
process for the applying academic. The requirement is that the technology must be an 
enabler, not a barrier for the óaverageô user. 

Taking these issues into account, we built up an outline pen portrait of our academic, and this 
is listed in Appendix A. 

Where are the assets? 

We have assembled a list of possible assets, and these are listed in Appendix B. However in 
passing we recognise that these assets are quite granular, and that on-line aggregations of 
personal data, compiled by services now becoming available to profile research academics 
inside and outside their institutions, may soon become more prevalent. These may be in 
addition to traditional aggregated resources like CVs, previous job applications and previous 
web presentations, and may in turn have value as esteem indicators. However we do not 
believe that the rise of these on-line aggregations of assets significantly changes the 
topography of the scenario. 

The employerôs viewpoint 
The other main actor in the scenario, besides the applicant academic, is the employer ï both 
the individual (or small group of individuals) making the employment decision, and the HR 
department within the institution who manage the overall process and take responsibility for 
administrative tasks. Appendix A provides an overview of the recruitment process from the 
employerôs viewpoint.   

The current project is substantially about using the capabilities of ICT to improve the quality of 
information presented to the employer in terms of matching information provided by the 
candidate against the requirements of the post offered.  There are similarities here to the e-
APEL process (See Appendix C for more detail on this and other relevant projects we have 
reviewed). In addition the ICT should allow the applicant to represent and express themselves 
more fully, in a way that is under her control in submitted material. 

                                                      

2While the assumption that this is not the ófirst useô of an e-portfolio may make a difference to 
the cultural contextualisation, we donôt believe it has an impact on the implications for tools or 
processes within the scenario. Therefore we have assumed that the academic has used an e-
portfolio before. 
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It is clear that current employment processes present challenges to employing academics. 
The preparation of job specifications, sifting of applications, shortlisting, preparing for and 
undertaking of interviews are all time consuming.  When (as appears reasonably common in 
academic recruitment, although perhaps not in archaeology) the recruiting academic is faced 
with sifting a large number of applications, and, based on the limited evidence provided, there 
are a large number of apparently/superficially suitable applicants, HR processes may require 
all to be interviewed (not just the best of the selection) and this can make the recruitment 
process very time-consuming. 

Conversely, where only a small number of applications are received, the academic is faced 
with undertaking a ñbest fitò analysis in order to come up with a shortlist for interview. 

In both these cases, the recruiting academic would welcome the ability to dig down into the 
evidence to check that interpretation of the meaning of ñsurface level claimsò in the CV, for 
example, are in fact supported by the more detailed evidence.     

However, while the availability of additional and richer evidence to support an application is 
empirically attractive, any analysis of the scenario should consider the following issues: 

 Proportionality.  The additional evidence will need to be of sufficient interest/value to the 
process to justify the additional effort required by the senior academic to view it and, 
indirectly, the additional effort required by the applicant to present it. 

For example, in order to access additional linked evidence, the appointing 
academic should not have to enter numerous passwords, navigate endlessly to 
locate the information, install new viewer software, learn new skills, etc. Ideally 
the academic should be able to click on hotlinks and automatically retrieve the 
additional information. 

 Practicality.  The additional evidence will need to: 

 Be available wherever the senior academic chooses to review the 
applications, for example, on the train.  So for example, the main 
narrative, reflections, and text based parts of the CV should be 
printer-friendly to ensure that sufficient information is available for a 
fair judgement to be made if none of the linked information is 
available.  Additionally, the use of rich evidence must not alter 
important processes relating to referees, e.g. that comments should 
definitely be uneditable, and possibly even inaccessible by the 
candidate. 

 Not impede the process by which comments and notes are made 
against the evidence (either as preparation for the interview, or as 
notes to pass back to HR  along with a recruitment decision) 

 Deal with the problem at hand.  For many academic recruitments, the list of applications 
is fairly short and offers no ñperfect fitò candidates when compared with the job 
specification.  The recruitment/interview decision is therefore based on a complex set of 
judgements about ñbest fitò.  An e-portfolio has the potential to provide more information 
about suitability for interview, and to identify searching personalised questions for 
interview (which is seen as essential). 

In other scenarios, for example where the number of candidates who have a superficially 
strong enough application to suggest an interview is larger than the number of interviews the 
recruiting academic was planning to undertake, the additional information presented might 
provide more detail on which to shorten the interview shortlist. 
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While on the one hand the recruitment process is a bilateral transaction between the 
recruiting academic and the applicants, in practice, the entire process is conducted according 
to strict university procedures.  These procedures, led and enforced by university HR 
departments are based on a combination of legal requirements, established HR practice in 
UK employment, and the corporate objectives of the particular university.   

Most universities now use workflow software to manage the recruitment and employment 
process. Such software is owned and managed by the HEI HR department.  Although such 
systems have appeared only in recent years, take-up appears strong.  Where such 
recruitment software is used, it usually has a web portal which is used for advertising posts 
and managing the creation and workflow of employment applications by applicants.  The 
same systems are used for all almost all levels and types of post within the HEI, although the 
process varies depending on the seniority and nature of the post. 

HEI HR departments appear comfortable with the principle of candidates submitting additional 
evidence to support their application, and believe that their systems can either support this, or 
could do so with small modifications. Candidates for academic posts such as that in the 
project scenario are usually required to complete a form with administrative information and to 
upload a CV (in the form of an attachment, e.g. Word or PDF).  In some cases, the form to be 
completed will accept the inclusion of a URL.  For some specialist applications, candidates 
already send supporting information (for example, a music lecturer might include electronic 
recordings of work on a CDROM).  External references may also be included as links within 
uploaded attachments such as word documents. 

The HEI HR departments we spoke to expressed some doubts about whether the recruiting 
academic would take the time to look at this evidence in practice, particularly when there is a 
large amount of information to work through.  This led to concerns about the ethics of 
requesting such information (or even allowing the applicant to provide it) if the likelihood is 
that it will not be considered.  Further, they expressed concerns about anything that interferes 
with either the formal business of communicating with the applicant (for example, the 
recruiting academic is not permitted to send off questions or comments to the applicant) or 
the formal request for references.  The annotation of assets by referees (whether requested 
by the applicant around the time of application submission, or more notably by the recruiting 
academic on reading the application) was seen as difficult to support without the risk of legal 
challenges and is certainly not supported by existing HR recruitment systems (which support 
the requesting of references, but  such references are generic and do not relate to material in 
the applicantôs submission). 

Cultural considerations 
This part of the report looks at cultural considerations: how would such a system be regarded 
by the key stakeholders ï notably the HR department, the recruiting academic, the referee 
and the applicant.  The project covers an early stage in the lifecycle of technical development 
ï working on a virtual proof of concept and key technical issues, with any implementation 
almost certain to be several stages and years downstream.  However, clarifying user needs 
and wants is always an essential part of an early business case, and we believe is particularly 
important for two reasons in this project: 

 E-portfolio projects rely heavily on user contributions to make them successful, so 
users individually must feel that the effort of contributing is worthwhile.  There are many 
examples of failed and failing e-portfolio implementations where lack of take-up is the 
critical point of failure. 
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 Gallôs Law3 applies to the proposed system: 

 ñ"A complex system that works is invariably found to have 
evolved from a simple system that worked. The inverse 
proposition also appears to be true: A complex system designed 
from scratch never works and cannot be made to work. You have 
to start over, beginning with a working simple system." 

The system as outlined in the scenario involves multiple actors, multiple assets, and multiple 
processes and purposes.   We have simplified the scenario to include only the processes up 
to and including the decision to interview, however we need to further investigate those parts 
of the scenario which appear to bring the most potential benefit in order to help us describe a 
successful incremental development process.  As part of this, we have not looked in too much 
detail at the referee review process, partly because of project budget and time constraints, but 
also because it is the area where we feel the scenario strays furthest from both the core 
benefits and the match to existing processes, and is therefore unlikely to be part of any early 
needs-led implementation. 

Legal considerations 
This section summarises Appendix F ï Legal Aspects, which looks at the following legal 
areas in relation to the scenario: 

 Data Protection Act (DPA) 

 Disability Discrimination Act (DDA) 

 Copyright and associated law relating to IPR 

The Data Protection Act 

The use cases and underlying principles described in this approach involve the passing of 
personal data (of the type covered by the DPA) from the candidate to the employer and 
referee. It is customary for HEIHR departments to store information supplied as part of the 
employment application process within the employeeôs HR record indefinitely during their 
employment and for a period thereafter.  It is reasonable to expect them to wish to do the 
same for electronic application records. 

Permission does not need to be sought from individuals to hold personal data, provided the 
holding of the data is for a reasonable purpose.  However, data should not be held longer 
than required.  There are significant additional restrictions on the holding and processing of 
Sensitive Personal Data (defined in Appendix F), but such data is much less likely to appear 
within HR records (although it is possible that some may). 

Previous work by JISC describes a legal metadata schema which would allow such metadata 
(or ñstickyò policy) to accompany an asset in order to facilitate (and potentially allow 
enforcement of) correct processing. However, the report also notes that  

a) common schemas in education (e.g.  for e-portfolio records) do not currently include 
provision for such sticky policy data.  

                                                      

3http://en.wikipedia.org/wiki/Gall's_law 
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b) such approaches to recording and using legal metadata are not widespread:  

It seems to us unlikely that such work is unlikely to be pioneered in education.  There are 
many higher stakes employment scenarios (for example, in banking, medicine, politics and 
aviation, where litigation and compliance are far higher up the agenda) where such 
approaches are likely to be first seen.  In the meantime, education will rely on human-
moderated processes.  These are likely to require: 

 Increased awareness of the requirements of the Data Protection Act (and associated 
custom and practice in HR) 

 Ongoing training for personnel dealing with personal and sensitive data. 

 Corporate policies covering the ranges of information to be processed 

Legal issues relating to non-personal information 

Many of the assets which the applicant may wish to submit do not contain personal 
information (for example, academic papers and presentations, research, etc.).  Here, the 
issue is most commonly one of Intellectual Property Rights (such as copyright), and the rights 
of the applicant to confer usage rights on the employer.  In the report from UKOLN4, the 
confusion faced by many researchers is clear ï ownership and rights to publish are complex, 
with almost all cases requiring legal advice for clarity and confidence to proceed in practice.  
We have taken the view in this project that: 

 The inclusion of electronic media in applications for employment is broadly the same as 
for traditional media, and is a decision which the academic has to make for themselves.  
Academics should be familiar with confidentiality and other rights and requirements in 
relation to such material; 

 High value resources (for example, the subject of patent applications) will have existing 
ICT and human-based protection measures to stop casual or inadvertent exposure; 

 The issue of sharing of research data within the academic community is the subject of 
much separate activity (by UKOLN and others).  The employment application use case is 
unlikely to lead the field in defining new practice in this respect; 

 Breaches of IPR (for example, when an applicant provides information to the employing 
HEI without permission) is unlikely to lead to major loss because the audience for the 
material is necessarily limited (because job application information is confidential to a 
small number of people); 

 Job application processes usually include waivers/indemnities for information supplied.  
Such waivers will be increasingly important where the evidence supplied as part of the 
application is richer, larger and/or more varied. 

 Developments such as Creative Commons and Science Commons, along with UK 
research councils and JISC are likely to alleviate the currently complex legal position in 
time.   

                                                      

4ñDealing with Data: Roles, Rights, Responsibilities and Relationships, Liz Lyon, UKOLN, Jun 
2007. 
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Accessibility 

The Disability Discrimination Act (and associated SENDA legislation) is also relevant to the 
employment scenario. The employing HEI must make reasonable efforts to avoid 
discriminating against candidates with special access needs.  This means in practice that the 
existing arrangements for accepting paper applications (as an alternative, even where the 
majority of applications are made online) must be retained, including allowing applicants to 
submit rich portfolio information as part of their paper based application. 

Conclusion 

In the ñProject Killer Reportò5, the implications of DPA on a Lifelong Learner Record project 
were investigated, with a particular view to determining whether there were aspects of the law 
which made the project unlikely to proceed successfully.  The project concludes that ñwhile 
there are a range of legal issues that will have to be addressed if a national LLR system is to 
be successfully implemented, scenarios in which some aspect of UK law proves to be a 
óproject killerô appear highly unlikely.ò  The challenges in this project are significantly lessened 
because the purpose is clearly defined (employment application), consent is given, and the 
information provided is not made widely available.  It therefore seems even more unlikely that 
legal concerns would stop the implementation of the scenario as envisaged, provided that 
existing safeguards are maintained and a number of simple measures are taken (for example, 
ensuring applicants sign waivers). 

 

 

 

                                                      

5Legal Issues that could Block the Development of a National Lifelong Learner Record 
System, Charlesworth, 2005 http://www.bristol.ac.uk/law/research/centres-themes/law-
it/jisc1/prokill.pdf 

 

http://www.bristol.ac.uk/law/research/centres-themes/law-it/jisc1/prokill.pdf
http://www.bristol.ac.uk/law/research/centres-themes/law-it/jisc1/prokill.pdf


Scenario-based study: Using repositories & e-portfolio tools 
to submit an application for employment 

 

20 

4. Security issues for e-Portfolio 

Security Context 
Most personal information in an e-portfolio will not be considered as sensitive or as life-critical 
as the PII (personal identifying information

6
) contained in, say, electronic health records. 

Nevertheless some elements of an e-portfolio may be, such as a criminal record (an example 
of Sensitive Personal Data as defined by the Data Protection Act). Indeed, an e-portfolio may 
contain elements of an electronic health record when it is required for certain job applications. 
Thus the security model should be capable of handling highly sensitive information even if the 
majority of the assets and use cases wonôt use it.  

Collecting all this distributed assets together into an e-portfolio, and then delegating third 
parties the right to access it, can be a technically challenging task. However, it is worth 
bearing in mind that in the simplest case it does not have to be. For example, the academic in 
our scenario may collect her assets together herself, into a compound ñthickò e-portfolio 
document, with no technical proofs that she can justify the claims made in any of the 
information embedded in it. She may then send the entire e-portfolio to a recipient (i.e. the 
prospective employer), with no security proofs that it actually originated from her (e.g. via a 
plain SMTP email message) with an implied policy that it should not be given to anyone else. 
In this case the employer has to trust that 

a) the academic is who she claims to be, and 

b) all the claims in the e-portfolio are true. 

 Similarly the academic has to trust the employer not to distribute her assets.  

In a much more technically complex scenario, digital proofs may accompany each stage. The 
academic creates a skeleton or ñthinò e-portfolio document and digitally signs it to prove she is 
the originator. The skeleton will contain embedded references to the various assets (e.g. 
degree certificate) hosted by authoritative sources (e.g. issuing HEIs) as well as a security 
policy that will control all aspects of access to the e-portfolio. The e-portfolio document is then 
transferred to the employer, and the employerôs HR system acknowledges safe receipt of the 
document and returns a digitally signed message to confirm that it will abide by the 
academicôs security policy. The embedded references may contain delegated permissions for 
the employer to access the referenced contents, or the user may have set access control 
policies with the authoritative sources to allow the employer access. The employer contacts 
the authoritative sources (e.g. by clicking on the URL of the academicôs degree certificate 
within the e-portfolio), and if they are authorised, the authoritative sources will return digitally 
signed elements of the academicôs assets, optionally containing additional embedded security 
policies to control their use. In this scenario the employer can technically verify who the 
academic is and who asserts each asset on behalf of the academic. The employerôs trust is 
now transferred from the academic to external trusted third parties (e.g. the HEI). Likewise the 
academicós trust is transferred from the employer to external trusted third parties such as the 
authoritative sources (who will only return the userôs assets to recipients they know are 
trusted). 

                                                      

6
 Note that in general personal identifying information (PII) will be covered by the Data 

Protection Act. 
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In between these two extremes, we expect there to be various approaches, with various 
levels of security, each with their own trust requirements and technical mechanisms. It will be 
for users of the systems and services to determine which levels of security are most 
appropriate for their particular use cases. We return to this theme later in the report when we 
consider possible technical models for the scenario. 

Appendix D provides an in depth review of the security implications for the scenario. In the 
next section we will outline the relevant developments as regards repositories. 
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5. Repositories 
The JISC funded 2005 Digital Repositories Review proposed that a digital repository is 
differentiated from other digital collections by the following characteristics: 

 content is deposited in a repository, whether by the content creator, owner or third party 

 the repository architecture manages content as well as metadata 

 the repository offers a minimum set of basic services e.g. put, get, search, access control 

 the repository must be sustainable and trusted, well-supported and well-managed 

The third point in the list above mentions access control. However it is noticeable that there is 
only one more fleeting mention of access control in that entire document. Security is not 
mentioned once. For the scenario at the centre of this study however, security is very 
important, and in particular how private assets can be securely shared. This is the subject of 
the next section. 

Approaches to securely sharing private resources 
Most digital repositories within the learning and research communities operate on ótraditionalô 
access control mechanisms. Access to digital resources within a repository is either public, or 
restricted to the depositor / author of that resource, or possibly restricted to others in the same 
ógroupô as the depositor / author7. Sharing of resources, widely seen as a goal and an 
advantage of digital repositories, is implicitly assumed to mean public sharing. However, this 
is not fine grained enough for e-portfolios. 

With Web 2.0 repositories such as Flickr and Google Docs however, access control is rapidly 
becoming more flexible. In particular, the idea that the users of these services should be able 
to securely share their digital resources has gained significant traction over the last two years 
or so. Concurrently, open technical standards, such as OpenID and OAuth, have been 
developed and are increasingly being promoted across the social networking sector. Although 
the actual use of these is limited at this early stage, initiatives such as the Data Portability 
Project8 would seem to indicate that there is an inexorable move towards placing users in 
control of their own digital resources, whichever repository they happen to be in, and allowing 
them to share them securely with third parties.  

Securely sharing digital resources may not have been high on the agenda for digital 
repositories within the learning and research communities to date, but it is central to the 
scenario we are investigating in this project. In the scenario, the academic will wish to allow 
temporary access to private digital resources held within disparate repositories. From the 
repository viewpoint therefore, the key question is how might this managed, secure access 
to private resources be implemented and managed? We have outlined the underlying 
security mechanisms in the previous section, and more detail is given in Appendix D. In this 
part of the report, we focus on examples of how sharing is being implemented by repositories. 

                                                      

7See the CDLOR use case 27 http://ie-
repository.jisc.ac.uk/103/1/CDLOR_use_case_27_Report_v1p0.pdf  

8 http://dataportability.org/  

http://ie-repository.jisc.ac.uk/103/1/CDLOR_use_case_27_Report_v1p0.pdf
http://ie-repository.jisc.ac.uk/103/1/CDLOR_use_case_27_Report_v1p0.pdf
http://dataportability.org/
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Google Docs 

It is informative to look here at one example of how digital resources are being shared in the 
Web 2.0 world. Appendix E provides an overview and a walk-through of how a digital 
resource can be shared using Google Docs. 

The use case for sharing a web document on Google Docs document can be summarised as 
follows: 

1. Select to share the document. 

2. Enter the email address(es) of people you want to share the document with. 

3. Choose to invite them as viewers or collaborators. 

4. Set the advanced permissions, such as choosing whether collaborators can share the 
document with others. 

5. Add a personalised message to accompany the invitation to share. 

6. Send the invitation (via Google). 

Google supports two security models, depending on whether or not the recipient is a 
collaborator (i.e. can edit) or just a viewer (i.e. cannot edit). In the latter case, a secret URL is 
generated, in the former, the recipient must authenticate themselves with Google. Note that 
the edit access mode is the full annotate access mode providing the ability to add, delete and 
modify the existing content. As discussed in Appendix D ñAllowing third party annotationsò 
that is inappropriate for e-portfolios, which only require append access to existing content. 

The model described above, although specific in detail to Google Docs, can be seen in an 
increasing number of Web 2.0 services. One other such example is Gliffy, used to produce 
some of the diagrams during this project. The Gliffy model for sharing access to diagrams is 
broadly equivalent to that of Google Docs. 

At the opposite end of the repository spectrum from Web 2.0 applications, and very relevant 
to the scenario, are the emerging shared services. 

Shared Services ï MIAP 

The Managing Information Across Partners Programme (MIAP) is an initiative by more than 
40 partners9 to collect education and training information just once (in the school, FE, 
workplace and ACL sectors), then let it be used many times by anyone who is entitled to use 
it. Currently educational organisations collect education-related information at different times, 
in different places, and in different ways. Universities, schools and colleges are continually 
being asked for references, certificates and transcripts which is time consuming and costly. 
Potential employers need to contact a variety of organizations in order to validate the 
information about a single candidate. MIAP plans to streamline this process by: 

i) Allocating a globally unique id, called a Unique Learner Number (ULN), to each 
student aged over 14. It will be mandatory in academic year 08/09 for all learning 
providers funded for further education and work based learning to register all 
recorded students with the ULN provided by MIAP's Learner Registration Service 
(LRS). 

                                                      

9 Partners include: Becta, Cabinet Office, Dept of Work and Pensions, HEFCE, JISC, Local Govt 
Assoc, and UCAS. The latest list can be obtained from http://www.miap.gov.uk/partners/ 
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ii) Allowing learners to link, via their ULN, all their educational pieces of information 
together into a Learner Record, in order to create a lifelong record of their 
learning achievements. Learner Records will be accessible over the Internet and 
learners will agree who else can see it, or elements of it. The full service is 
expected to be operational by 2010. 

iii) Defining a set of Common Data Definitions, to be used across the education and 
training sector. This work was completed in 2006. 

iv) Holding a register containing the details of the thousands of education and 
training organisations and the services they provide, called the UK Register of 
Learning Providers (UKRLP). This service was launched in 2005. 

Learners will be able to access the information collected and stored about them in their 
Learner Record, and allow controlled access to employers when they are seeking 
employment or applying for jobs. There are strong parallels here with the scenario this project 
is concerned with. 

Digitary 

Digitary is a proprietary system for the secure online access to official graduation documents, 
invented by Framework Computer Consultants Ltd. of Ireland. In terms of classification, the 
Digitary model is based on one way authentication of the authoritative source by the recipient, 
and at the request of the user, the issuing of bearer credentials to the recipient either directly 
or via the user. Digitary supports the digital signing of graduation documents using advanced 
electronic signatures, qualified certificates and secure signature creation devices, so that they 
have the same legal status as hand signed documents. Universities are the authoritative 
sources of these documents, and Digitary allows graduates to obtain digitally signed copies of 
them for themselves and for other recipients. Universities may either batch sign these 
documents and store them for subsequent release, or may sign them on demand.  

A graduate (called a Document Holder by Digitary) must authenticate to the university system, 
then instruct it to grant access to a particular recipient. Three access levels are defined: 
confirmed email address, register first, and open access. In the former access level, the 
Document Holder registers an email address for the recipient, and the Digitary system emails 
a secret URL to that address. The recipient clicks on the URL in the email and is then asked 
to register as a user, although no checks are made on the information that is registered. Once 
registered the recipient is issued with a username and password for accessing the document. 
In the register first access level, the secret URL is given directly to the Document Holder for 
him to forward to the recipient. The recipient must then register and be given a username and 
password as before. In open access, the secret URL is given to the Document Holder for him 
to distribute to the recipient. No registration is needed in this case. The secret URL gives 
direct access to the document. In all three cases, the secret URL is a bearer credential, in that 
anyone who possesses it will obtain access to the digitally signed graduation certificate. 
Digitary is running its first UK university pilot service at the University of Kent. 

Appendix D provides a more in depth review of existing security technologies and protocols 
which are relevant to the scenario.  

Summary 
Digital repositories within the learning and research communities generally operate on 
ótraditionalô access control mechanisms. Sharing of resources, widely seen as a goal and an 
advantage of digital repositories, is implicitly assumed to mean public sharing. This is not fine 
grained enough for e-portfolios. In contrast, Web 2.0 applications have embraced the secure 
sharing of resources almost from the beginning, and a lightweight and fairly consistent model 
has arisen to support this (although implementations vary and are proprietary). Unfortunately 
this model does not support the append access mode that e-portfolios require. More recently, 
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Government funded shared services providing a óheavyweightô security model are emerging 
to provide secure sharing of sensitive private assets. 
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6. Realising the scenario 
Following on from our review of security issues, the relevant infrastructure developments, and 
the legal and cultural context, we can begin to see how the scenario might in future be 
realised. This is outlined in the remainder of this section. 

Types of repository 
We believe that there will in future be two fundamentally different types of repository: 

 Authoritative Sources. These are the repositories that provide original certified content 
(via services), and will provide digitally signed content when requested to do so. 
Examples of authoritative sources are universities who provide degree certificates and 
employers who provide references. All certified content has the same general structure, 
this being: 

 The name/identifier of the owner of the content 

 The name/identifier of the authoritative source of the content 

 The content itself 

 An optional validity period of the content 

 An optional digital signature of the authoritative source 

 Optional policy information that governs how the certified content should be 
used e.g. it could be the privacy policy of the content 

Who is trusted to be an authoritative source actually depends upon the content recipient, 
and is outside the scope of this report. 

 Repositories. These are óstandardô repositories which are not authoritative sources of 
information, but rather allow users to create and modify whatever information they wish to 
in the repository.  A repository does not vouch for the validity of any of the information that 
it holds, although it does vouch for its integrity i.e. it will return unaltered any information 
that was deposited there by a user. Repositories may optionally digitally sign their output, 
but this is only to protect the integrity of the returned information and not to vouch for its 
validity. Users will typically create their e-portfolio documents in repositories, and will 
determine who should have which modes of access to which components. 

Required services 

Both types of repository need to provide the following services to their users. 

 An authentication service that allows them to authenticate and identify all users and 
optionally recipients. Federated access to repositories is fairly high on the JISC agenda10. 
E-portfolio would certainly benefit from the implementation of federated access services, 
but note that this must not be the privacy protected anonymised access of standard 

                                                      

10 See for example, the Federated Access to Repositories project 
http://www.jisc.ac.uk/whatwedo/programmes/programme_rep_pres/interoperabilitydemos/far.aspx 

http://www.jisc.ac.uk/whatwedo/programmes/programme_rep_pres/interoperabilitydemos/far.aspx


Scenario-based study: Using repositories & e-portfolio tools 
to submit an application for employment 

 

27 

Shibboleth, but must be authenticated access in which the user is consistently and 
uniquely identified. 

 Navigation and search services to allow authorised users to browse and/or locate the 
content that the repositories hold. It is not a pre-requisite, but it would be advantageous if 
one or more registries of known and / or trusted repositories were available, and exposed 
using web services. This would be useful in supporting the user in locating repositories 
when she did not know the URL. Supporting web services might include listing known / 
trusted repositories, providing for each the repository name, URL, and in particular the e-
portfolio services offered. One solution to this last requirement would be to have 
repositories register the e-portfolio services they implement with the JISC Information 
Environment Service Registry (IESR) http://iesr.ac.uk/. Search or lookup services could 
sort or filter the results of a federated repository search according to whether or not the 
repositories had implemented the relevant e-portfolio services. 

 A full set of management tools for the creator of content, so that content can be added, 
deleted and updated as the creator sees fit. This service requires content creators to be 
uniquely identified and authenticated. 

 Read and append modes of access to authorised users. These services should allow any 
authorised user to retrieve specific content and to append information to specific content 
(without modifying its content). Who should be authorised to retrieve and append to which 
content is described next. 

 Static Delegation of Authority to the user. This allows the user to decide who (i.e. which 
recipients) should be granted read and append access modes to their assets. Appendix 
D contains a section on Authorisation which describes the various ways in which the 
delegator (Repository or Authoritative Source) can delegate authorisation rights to the 
delegate (user). This service interface will be the most complex, and will vary 
considerably depending upon the type of delegation method that is chosen (e.g. user 
issued credentials, secret URLs etc.) and whether recipients can be authenticated or not. 

Realisation of the scenario ï the Direct Model 
With the two types of repository described above, it is possible to see how the scenario could 
be realised: 

1. The academic will at various times create various content on the web, such as their 
personal statement, reflections, commentary on referenced assets, etc., as well as 
links to the assets themselves and other created content. This is an ongoing process, 
and the content may be distributed at various repositories on the web. The academic 
will use whatever tools each particular repository supports in order to create their own 
content, such the ability to upload Word documents, PowerPoint presentations etc. 
The assets will be created at various times by various authoritative sources, and may 
include such things as: degree certificates, academic references, published books 
and papers etc. 

2. Any of the academicôs content may contain links that reference any other content and 
assets held in other repositories and authoritative sources. The links may contain 
delegated permissions for the recipient to access the referenced contents (e.g. a 
secret URL), or the academic may have set access control policies with the 
authoritative sources and repositories. In all cases however, the links are URLs, 
generated by the authoritative sources and repositories containing the assets and are 
simply copied into the other content. 

3. At the time of the job application, the academic will create a top level web 
presentation that references the other content and assets, and will be stored in a 
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repository of the academicôs choosing (with the assets and other content remaining 
distributed).  

4. A URL to the web presentation will be shared with potential employers, and this URL 
will either contain delegated permissions for the recipient to access the contents, or 
the academic will have set access control policies with the repository for the potential 
employers to access the presentation. As with the asset URLs, the URL of the web 
presentation will be generated by the repository containing the presentation. 

5. The potential employers will be able to view the web presentation in a browser, read 
the personal statement, reflections, etc, and click on the embedded URLs to view the 
assets. They may be required to authenticate themselves with the holding 
repositories and authoritative sources, although this requirement will be reduced if 
many of the actors are members of the UK Federation and SSO is employed, or if the 
URL itself contains delegated permissions. 

This model requires no special e-portfolio tool, editor, or service. It depends instead on the 
repositories and authoritative sources to support secure sharing of private assets. All users 
interact directly with the services (which is why we refer to this as the direct model), and 
must either authenticate to them directly (in which case the services can determine what their 
access rights are) or must use a secret (bearer) URL which gives them delegated permission 
to read access a specific asset. The diagram below illustrates this, along with the services 
invoked. Note that the CRUD service to Authoritative Source is only available to admin staff, 
not users. 

 

Figure 1. Services required for Direct Access 
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We have identified and developed the use cases required to support the scenario using the 
direct model. These are presented in Appendix G. 

Advantages and Disadvantages of the Direct Model 
The primary advantage of the direct model is that it provides the most secure solution to the 
scenario, but it is not without its drawbacks. The requirement to implement a potentially 
complex óStatic Delegation of Authorityô service in each repository and authoritative source 
raises the earlier question of the level of security that is required. Whilst we might sensibly 
conclude that the security model of an e-portfolio system should be capable of handling highly 
sensitive information (i.e. assets) even if the majority of the use cases wonôt use it, it might be 
more difficult to make the case that general purpose academic repositories support this, 
particularly when they have so far experienced no user demand for such services. Academic 
repositories today typically provide read access to the public and CRUD access to the 
resource owner only. Social networking repositories do provide more access control 
management capabilities to their users, but this is easier to implement since each repository 
holds the usernames and passwords of all users. 

There are, however, two ways in which this apparent drawback of the direct model could be 
mitigated. First, the óStatic Delegation of Authorityô service could be limited to secret URLs 
(bearer credentials) only. This less secure but relatively lightweight approach would reduce 
the level of security for the assets, but simplify implementation for the repositories and 
authoritative sources. The second option would be that óStatic Delegation of Authorityô service 
could be made available as open source middleware, so that repository developers would not 
have to implement this themselves. 

The second implication of the direct model is that it could lead to a less efficient process for 
the recipient (i.e. the employer), in that they may find themselves having to authenticate with 
a number of repositories and authoritative sources for each web presentation they view. This 
goes against our requirement that the process should be streamlined for all concerned, 
including the employer. 

Thirdly, there is the practical concern that the scenario would not be fully realisable unless all 
repositories and authoritative sources provide a mechanism for securely sharing assets.  

For these reasons we have considered whether there is an alternative or complementary 
model which may emerge. This is described next. 

Realisation of the scenario ï the Proxy Model 
The direct model undoubtedly offers the most secure solution for the scenario. It is, however, 
sub-optimal from a usability viewpoint, since it may require the employer to authenticate 
themselves multiple times. Equally it delegates the required development onto repositories 
and authoritative sources, and cannot function if these do not provide the required services.  

One alternative solution is the proxy model. This requires an e-portfolio tool to manage 
private assets and the óStatic Delegation of Authorityô service in order to support secure 
reading and possibly annotation of private assets by authenticated third parties. It does this by 
holding a copy of the userôs private credentials so that it can access the repositories and 
authoritative sources by masquerading as the user. 

In this model, an e-portfolio tool includes the functionality to manage authentication / 
authorisation of users with external repositories. Resource owners will set-up the 
authentication / authorisation for an external private asset when they first create that asset 
(and we foresee that e-portfolio tools will provide wizards to help in this task). Thereafter, 
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where the repository security model permits11, the e-portfolio tool will automatically manage 
any user authentication / authorisation that is required in order to retrieve the asset from the 
external repository.  

The most significant feature of this model is that it provides the user with a simple way to 
expose their private assets to third parties, while at the same time streamlining access to the 
asset for the third party. When embedding the asset within another asset (e.g. a web 
presentation), the e-portfolio tool would not embed the real URL of the asset, but would 
automatically create and embed an indirect URL which references the e-portfolio server itself. 
The user has the option of delegating access rights to recipient third parties by configuring the 
sharing and security settings for the URL, such as a date when access to it will expire. When 
the indirect URL is óclickedô within the recipientôs web browser, the e-portfolio server acts as a 
proxy to service the request. First, it ensures that the recipient is properly authenticated with 
the e-portfolio tool, and authorised to access the relevant asset. Secondly, where possible 
(and we envisage that this will be most of the time) it will perform any óback-endô 
authentication required to retrieve the asset from the external repository. It will then return the 
asset to the recipientôs web browser. To the recipient, all of this is transparent ï she merely 
clicks on the link and is able to view the asset. Only for assets stored in external repositories 
implementing very high security levels (such as requiring a one time password generated by a 
hardware security token) would the recipient be required to authenticate themselves directly 
to the repository. For these assets, the proxy model would in effect roll back to the direct 
model described previously. 

The main idea behind the proxy model is, where possible, to simplify the process for the user 
(set-up authentication / authorisation once only for each external private assets, a common 
model for delegating access to external private assets no matter which repository it resides in, 
etc) and the recipient (just click on a URL to access the asset). The model can also support 
annotation of the web presentation by an authenticated third party even if the repository 
holding the asset does not. In such cases the e-portfolio tool would provide the third party with 
a user interface which supported annotation, and either store the annotations as a separate 
resource or add them to the asset as meta-data. The e-portfolio tool would then be able to 
overlay the annotations onto the web presentation / asset when the web presentation / asset 
was viewed by the employer. 

The use cases for the proxy model to support the scenario are provided in Appendix H. The 
following assumptions have been made when creating the use cases: 

 That the óe-portfolio toolô is a web application12 
http://en.wikipedia.org/wiki/Web_application).  

 That the user and the recipients will use a web / mobile browser to access the e-
portfolio tool; 

 That the e-portfolio tool makes use of a number of services, some of which may be 
generic (e.g. an external messaging service, such as email), some of which may be 

                                                      

11Repositories which follow the traditional login / password model would support this 
approach. Repositories which required a one time password generated by a hardware 
security token would not. Currently only ultra-high security systems, such as internet banking, 
have implemented this level of security.  

12We take it as read that the e-portfolio tool has been implemented using a modern web-
based framework which implements the Model-View-Controller (MVC) architectural pattern 
(http://en.wikipedia.org/wiki/Model-view-controller). 

http://en.wikipedia.org/wiki/Web_application
http://en.wikipedia.org/wiki/Model-view-controller


Scenario-based study: Using repositories & e-portfolio tools 
to submit an application for employment 

 

31 

specific to e-portfolio (e.g. an annotation service which does not alter the original 
object). This latter type we term   óe-portfolio servicesô; 

The diagram below illustrates the model in terms of the web services required to support the 
use cases. These services are outlined briefly in Appendix H. Note that the diagram focuses 
on the services utilised between the e-portfolio server (on which the e-portfolio tool runs) and 
the repositories. The functionality provided to the user of the e-portfolio tool could also be 
described as services (although not web services), but these have been omitted from the 
diagram for simplicity. It is worth mentioning that for the proxy model, the e-portfolio tool 
implements the annotation and delegation of authority services internally in order to support 
the cases where repositories have not done so. The repositories only need to provide a basic 
Obtain service of public read access, since the e-portfolio tool provides the gatekeeping that 
authorises recipients to read or annotate the private assets of the resource owner. 

 

Figure 2. Services to support the Proxy Model 

 

Advantages and Disadvantages of the Proxy Model 
The primary weakness of the proxy model is that it requires data owners to give their 
authentication credentials to the proxy so that it can act on their behalf (i.e. masquerade) with 
the service providers. Many users may feel uncomfortable about giving their authentication 
credentials to a remote proxy. They would feel less unhappy about configuring them into a 
local process (since they do that already), but this defeats the purpose of the proxy being 
always available 24/7 for the recipients to use. In addition, where repositories do not 
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implement the Annotate (append only) and Delegation of Authority services, then the e-
portfolio tool will either store the annotations separately from the assets themselves or will 
add them as meta data (created by the data owner). Some referees may feel uncomfortable 
about their annotations either not being held with the assets they are commenting upon, or 
being held as meta data in the name of the data owner. The proxy model as formulated also 
fails if other types of authentication credential than a simple username and password are 
used. If a one time password generated by a hardware security token is needed, the proxy 
will not have access to this. If a private signing key is needed, again the proxy will not have 
access to this13.  

There is one further aspect of the proxy model which should be highlighted. With the direct 
model, the interactions are with the repositories and authoritative sources themselves, and no 
e-portfolio tool is required. With the proxy model however, whilst the web document itself is 
interoperable (consisting of HTML and possibly JavaScript), the security settings are 
configured in a user account on the proxy server. In addition, information relating to 
annotations is also held there. This raises the question of interoperability ï what happens if 
the user wishes to transfer her account to another e-portfolio tool? Could the security settings 
and annotations (suitably encrypted) for the assets be packaged and copied in an 
interoperable way? At the moment, this is a moot point, since the kind of e-portfolio tool and 
services we are describing here do not yet exist. Furthermore, innovation often comes before 
standards, which is to say that unless and until a service has demonstrated that it is or is 
likely to be popular, then there is no requirement for standardisation. The one point worth 
making however, is that the data itself (repository IDs, URL, security settings) is not complex, 
and should not offer a challenge for standardisation as and when the need arises. 

Earlier in the report we said: ñIt will be for users of the systems and services to determine 
which levels of security are most appropriate for their particular use casesò. The relevance of 
this statement is now, we hope, clear. Securely sharing digital resources will have different 
priorities for different repositories, and so will be supported unevenly. Personal information 
itself has differing levels of sensitivity, and computer users have different priorities when it 
comes to balancing security and usability. The most secure route to sharing private assets is 
via the direct model, and in many cases this will be appropriate. However it will not be 
universal from day one, and we anticipate the emergence of trusted middleware, in this case 
an e-portfolio tool, which support more lightweight, user-friendly approaches to managing and 
sharing private assets. 

The table overleaf summarises the main differences between the direct model and the proxy 
model. 

 

                                                      

13A variant on the proxy model as discussed would see the e-portfolio proxy given its own set 
of authentication credentials with which it can authenticate to the service providers, and then 
have the service providers trust that it is reputable proxy that can genuinely speak on behalf 
of the PII subjects. 
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Feature Direct Model Proxy Model 

 

User interacts with : 

 

Repository and 
repository services 

 

E-portfolio tool. 

Security level : High Medium 

 

Privacy concerns : None User must give 
authentication 
credentials to e-portfolio 
tool. Referees must give 
annotations to e-
portfolio tool. 

 

Usability : Medium High 

 

Additional demands 
made on repositories : 

Must implement 
delegation of authority 
service, annotate service 
and Obtain access by 
authenticated third 
parties. 

 

None 

Interoperability 
implications : 

None Standard required to 
support interoperability 
of security data and 
annotations between e-
portfolio tools 

 

E-portfolio tool 
requirements : 

None Significant effort 
required to offer proxy 
functionality 

   

Table 1. Comparison of the Direct and Proxy Models
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Caveats 
The technical discussion so far has made certain assumptions about the context in which the 
scenario will develop. For example, we have referred to authentication using the UK 
federation, which is a Shibboleth based system. Similarly we have assumed that certain 
standards based services would be available, such as repository search services. 

It is worthwhile noting that these assumptions do not necessarily hold true at the time of 
writing, or that there may be hidden ógotchasô of which we should try to be aware. An example 
of this can be found in the ASK (Accessing and Storing Knowledge) project. The ASK project 
aimed to create an open source repository system supporting the storing, organisation and 
sharing of digital resources. ASK was based on a Shibboleth-compliant authentication 
service. When the ASK project was implemented however, the developers found that their 
software could not determine from the Shibboleth-compliant authentication service which user 
identification attributes would be released to a service provider (e.g. the ASK repository). If no 
identification attributes are released to a service provider then the service cannot be used to 
allow people to collaborate, since it does not know who anyone is (other than member of 
University X). For instance a 'group management' service that allows users to assign 
permissions to resources to other members of the group cannot work, because users will not 
be able to find other users based on anything like their name. In short if a service provider 
does not record people's uniquely identifying attributes, then users in the system cannot 
control which other users can read their resources.  

The problem for ASK is that Shibboleth in the UK HE has not, as yet, been fully implemented 
as it was intended. It should be the user who controls which of his attributes are released to 
other users and service providers. Currently institutions are defining very conservative 
attribute release policies, which exclude personally identifying attributes. They are typically 
not releasing anything other than "this person is an employee at institution x". The net result 
of this is that service providers cannot allow users to collaborate in groups that they define for 
themselves.  

The problems encountered by the ASK project are pertinent to the current scenario. If 
repositories donôt know who is contacting them via Shibboleth login (since all they get is 
"student from University X") then they cannot allow users to set access controls to allow other 
users to access their resources.  

The solution to this particular problem is for Shibboleth IDPs to start to release unique 
identifying attributes of the users who are authenticating to a site. This is where the user 
attribute release policy becomes essential, since it gives the user control over which sites can 
obtain which of her attributes. 

The experience of the ASK project developers with respect to Shibboleth was mirrored in 
other problems they encountered with óstandardsô which they discovered were implemented 
differently, and hence were not interoperable between different software systems. It is outside 
the scope if this project to investigate this area in more detail, but it is something we are 
aware of when we state that we believe e-portfolios are technically feasible. In essence, we 
are assuming that JISCôs work on standards and interoperability will come to fruition and will 
result in full interoperable functionality. 

Summary 
From a technical viewpoint, the scenario can be realised. The direct model relies on all 
repositories and authoritative sources to support the secure sharing of private assets, and can 
only support static delegation of authority when the repositories themselves do. The proxy 
model relies less on repositories, but has the unwanted characteristics that users must give 
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their authentication credentials to the proxy, and referees must give their annotations to the 
proxy. However, the models are not mutually exclusive. 

In summary then, from the point of view of repositories the two models might be characterised 
as the more secure (direct) model versus the more lightweight (proxy) model. 
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7. Will an e-portfolio application be required? 
In the emerging SOA, Web 2.0 world, will an e-portfolio application be required, and if so, 
what functionality will it require? 

Current e-portfolio applications are broadly based on the idea that assets are aggregated 
within the applicationôs repository. This is the óthickô e-portfolio model which is now seen to be 
deprecated, in a research context at least. There are a number of arguments against such a 
model, but perhaps the strongest is that users are already and increasingly using a range of 
carefully selected Web 2.0 tools to create assets all over the web in a way that cannot be 
replicated by current e-portfolio applications14. Moreover, e-portfolio developers cannot hope 
to match the resources or the innovation that Web 2.0 entrepreneurs will continue to bring to 
bear, save perhaps in very niche areas, such as CV building tools. Flickr or Picasa manage 
images better, YouTube manages video better, blogging tools are easier to use and more 
ósocialô, etc. The future of e-portfolios is a ñdynamically generated view of distributed dataò. 
The data sources needed for an e-portfolio will increasingly be distributed around the web 
rather than contained in any one repository, local or otherwise. 

Initiatives such as the Data Portability Workgroup and OAuth (with the support and 
commitment of leading players such as Facebook and Twitter) will almost certainly 
(proprietary wrangles not withstanding) lead to a situation where users of Web 2.0 services 
are free to control who can access their data, and indeed to move their data from one 
repository to another as they desire. It is against this background that future e-portfolio 
applications and/or tools will have to operate. 

In addition, of course, recent years have seen considerable changes in how software is 
designed, with increasing attention being paid to the Service Oriented Approach (SOA) and 
Web Services. JISC has, in the form of the e-Framework, made a major commitment to 
supporting service oriented approaches for education and research. It is difficult at this time to 
foresee exactly how the education and research services vs. platforms, open source vs. 
proprietary, SOAP vs. REST, etc ecology will play out over the coming years, but it is likely 
that e-portfolios will increasingly exist in an eco-system where services provide a range of 
functionality to support education and research business processes.  

So where does this leave the e-portfolio application? If we believe that the direct model will be 
fully implemented in a reasonable timescale then the answer would perhaps be ónowhereô. 
Assembling a web document, with links to distributed assets, is trivial with todayôs technology, 
and as we have seen, online applications such as Google Docs even permit sharing of the 
document with a certain level of security. This, however, is not the full story. E-portfolio is 
going to have to develop and exist in a hybrid ecology where, at least in the short term, there 
are some authoritative sources, some repositories supporting secure sharing of resources, 
and many repositories which do not offer any such support. Moreover, one of the lessons we 
can learn from Web 2.0 is that usability is key to uptake. Applications which simplify complex 
processes for average users will thrive. For this reason alone we believe there is a future for 
specialist e-portfolio tools, especially in the short term. Furthermore we believe that there is 
more likelihood of e-portfolio developers supporting the authenticated ósecretô annotation use 
case required for referees comments than repository developers. 

These requirements, singularly and together, have wider application than the current 
employment scenario. Other examples are in permitting access to private data such as health 

                                                      

14 Indeed there is already academic discussion on whether Facebook is a de-facto e-portfolio 
application. See http://edm.activemath.org/node/152  

http://edm.activemath.org/node/152
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records, and even criminal records, for a variety of audiences and purposes. The emergence 
of shared services, such as the MIAP/MINERVA Diploma Aggregation Service (DAS) support 
this view.  

We argue, therefore, that there is a role for specific functionality to support e-portfolio and 
similar domains. We also argue that for e-portfolio there will remain a specific need for a 
dedicated presentation layer which provides the user with a rich client user interface tailored 
to the e-portfolio context, whilst orchestrating a number of e-portfolio services and other 
services in order to support the user in carrying out specific e-portfolio tasks. The exact 
requirements for the e-portfolio presentation layer will of course depend to an extent on what 
the underlying security models are for sharing private assets in repositories.  
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8. Implications for repositories 
Central to the scenario from a technical standpoint is that repositories allow temporary third 
party access to private digital resources. Our conclusions from this brief analysis of the 
required repository services is that in order to óseedô the use of repositories and authoritative 
sources for e-portfolios, we need the following enabling services for both of them: 

 A fully implemented federated access service comprising at least a 
Shibboleth single sign on service with meaningful unique identification of 
users, and full support for user attribute release policies; 

 Search services allowing authorised users to locate assets; 

 óStatic Delegation of Authorityô to asset subjects and content creators.  

 An optional Annotation service 

We have already noted that the óStatic Delegation of Authorityô service is potentially complex, 
and will vary considerably depending upon the type of delegation method that is chosen. 
Again as previously noted however, there are two ways in which this can be mitigated. First, 
the óStatic Delegation of Authorityô service could be limited to secret URLs only (bearer 
credentials). The second option would be that óStatic Delegation of Authorityô services could 
be made available from open source middleware, so that repository developers would not 
have to implement it themselves. Further investigation into these options is beyond the scope 
of the current project. However we believe that such an investigation should be taken forward 
by JISC, and that this should lead to a situation where digital repositories within the learning 
and research communities provide a ôStatic Delegation of Authorityô service. Equivalent 
services are already common in the Web 2.0 world, and e-portfolios provide at least one use 
case to support their introduction by learning and research repositories. In the diagram 
overleaf we illustrate this point by mapping the current landscape of services, technologies, 
and applications against the two main technical requirements identified above ï federated 
access and delegation of authority. 

From a legal standpoint, it seems unlikely that legal concerns would stop the implementation 
of the scenario as envisaged, provided that existing safeguards are maintained and a number 
of simple measures are taken (for example, ensuring applicants sign waivers).  

In terms of the attitude of HEIs, it is possible that some objections may arise. For example, 
would HEIs be prepared to implement (and possibly pay for) technology which offered direct 
support to their staff applying for jobs elsewhere? Perhaps the employment application use 
case is not the best one to use to convince them of the benefits of enable secure sharing of 
private assets. The RAE may prove a more persuasive argument. 
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Figure 3. Mapping current services, technologies, and applications against the two 
main technical requirements of the scenario ï federated access and delegation of 

authority. 
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9. Recommendations 
We conclude that JISC should support and encourage development in the following areas: 

Federated Access :  

 JISC should encourage and support HEIs to implement Shibboleth attribute release 
policies and to let subjects set their own attribute release policies. Currently institu-
tions are defining very conservative attribute release policies, and they are typically 
not releasing anything other than "this person is at institution x". If repositories donôt 
know who is contacting them via Shibboleth login, they cannot allow users to set ac-
cess controls to allow other users to access their resources.  

 JISC should consider further work on policy recommendations for HEIs concerning 
what they should/legally can allow to be shared and what users will feel comfortable 
with being shared. Many of the repository people we spoke to expressed uncertainty 
about HEIôs attitude to the sharing of resources from institutional repositories. 

Repositories :  

 JISC should support a project to demonstrate and/or develop an open source delega-
tion of authority library. The library would enable repositories to implement static 
delegation of authority for resources by way of a simple API, with supporting docu-
mentation providing walk-throughs detailing implementation. OAuth is one example of 
such software. 

 

Authoritative Sources :  

 JISC should support a project to demonstrate the implementation of an authoritative 
source using an open source repository. The implementation should use the static 
delegation of authority library discussed above. The trial domain could be to provide 
secure online access to degree certificates, or employment references, or similar. 

 JISC should support the development of standards for the format of digitally signed 
degree certificates and transcripts from authoritative sources. These will probably be 
based on XML, the Dublin Core, X.509 etc. 

 

Developing The Scenario 

 The above measures are critical for the scenario to be implemented but are 
essentially technical in nature.  There would be benefit from ñproof of conceptò user 
trials (for example for a small number of job applications in a handful of departments 
within a particular HEI).  The purpose of this trial would be to measure the benefits of 
the additional applicant information against the effort involved, from the perspective of 
both the applicant and the recruiting academic.  Because of the small scale nature of 
the trial, many of the technical barriers could be overcome by manual means (for 
example, including only public assets in the web presentation). 
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10. Appendix A : Analysis of the scenario 

The applicantôs viewpoint 
The burden of work for the applicant associated with assembling the e-portfolio in the first 
place, is significant. In fact, it is often the reason why personal (e-) portfolios (cf. Progress 
Files, Records of Achievement) can sometimes fall into disuse. If others are not interested in 
a personôs e-portfolio, there is less incentive for that person to spend considerable time 
developing and maintaining them.  This is particularly the case for an employment application 
scenario.  As a result, the scenario takes as a given that the applicant already has an active 
e-portfolio, and we are assuming that she is using it already for other required purposes which 
occur routinely (for example, for her own reflective learning, for gathering evidence for 
professional accreditation, as a means of organising her academic work, etc.) .  

What are the drivers ? 

The advantage to the applicant of engaging with the technology for the purpose of applying 
for the job will be the opportunity to draw easily upon ónaturally occurring dataô to populate the 
application presentation (e.g. providing evidence for appraisal, maintaining a personal 
datastore/knowledge base). For the e-portfolio employment scenario to be attractive (i.e. to be 
worth the bother, over and above paper application), the technical approach must (a) allow 
and encourage the use of rich evidence and narrative from the e-portfolio, and (b) make it as 
easy as possible to reuse this evidence and narrative, from wherever it was created, in the e-
application.  

We also recognise that the current employment application (or indeed promotion) process 
requires significant paperwork, and that the e-portfolio ought to be able to streamline the 
process for the academic. The requirement is that the technology must be an enabler, not a 
barrier for the óaverageô user. 

Where are the assets ? 

We have assembled a list of possible assets in Appendix B. However in passing we 
recognise that these assets are quite granular, and that on-line aggregations of personal data, 
compiled by services now becoming available to profile research academics inside and 
outside their own institutions, may become increasingly popular. These may be in addition to 
traditional aggregated resources like CVs, previous job applications and previous web 
presentations, and may in turn have value as esteem indicators. However we do not believe 
that the rise of these on-line aggregations of assets significantly changes the topography of 
the scenario. 

A pen portrait of the applicant 

The applicant in the scenario is an Archaeologist. We are taking it as read that she is ñinternet 
awareò, an existing user of an e-portfolio, and indeed the scenario makes clear that she is a 
user of Flickr and of blogs, so she has a certain level of technical competence. To that extent 
she is a reasonable example of the kind of end user that  e-portfolios will have to engage if 
the scenario as envisaged is to become reality. 

So what are her requirements for the scenario, and what are the implications of these 
requirements?  Rather than adopt a discursive narrative, we will attempt to consider how she 
herself might outline her viewpoint within the scenario. Here is what we imagine she might 
say, with the implications of each statement in [bold parentheses]. 

 Iôve used my e-portfolio tool before, but never for a job application. 

 [She has a certain level of computer literacy, and is familiar with 
the e-portfolio, the kinds of evidence it can contain, and a number 
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of existing uses to which it can be put. However this is in itself no 
guarantee that she will find the process of using it to support a 
job application óworth the botherô.] 

 I expect to have to put quite a lot of effort into a job application, but I donôt want to have to 
re-do lots of stuff. For example my publications record is already available on my HEI web 
site, my appraisals are all online, etc. 

 [This suggests the thin e-portfolio model - the data sources 
needed for an e-portfolio are distributed around the web but 
accessed via a single point. This does not preclude some assets 
being on the academicôs hard drive.] 

 I donôt know about internet security models. I do know about logins and passwords. 

 [Canôt assume technical knowledge in this area. Various security 
models exist on the internet to control access to digital assets, 
but we cannot assume the academic knows or cares about these. 
The interaction between the e-portfolio and the system hosting 
the asset must be as transparent as possible to the academic. If it 
gets in the way, it will be a barrier.] 

 What is a web service? 

 [Canôt assume technical knowledge. The e-portfolio application / 
tools must make accessing web pages and authentication / 
authorisation for external assets as transparent as possible.] 

 What is meta-data? 

 [Canôt assume technical knowledge or adoption. The tagging of 
assets using, for example, HR-XML (in CVs in particular) may 
make good technical sense, but many academics will not be 
familiar with the concept of structured meta-data using controlled 
vocabularies; this is something they are likely to leave to 
librarians. In addition we know that users often donôt really like 
tagging even when they do understand it.]  

 I use Flickr rather than the institutional VLE to store my pictures because Flickr is easier 
to use and allows me to share them more widely than the institution. Same goes for my 
blogging tool. 

 [This is the lesson of Web 2.0 ï mass adoption only occurs when 
an application is easy to use. This is a warning and an 
opportunity for e-portfolio developers, and should inform our 
vision of how systems might develop.] 

 Iôll try doing this job application using my e-portfolio and see how it goes. 

 [Mass adoption only occurs when an application is easy to use. If 
its not a positive experience for both parties, it wonôt be repeated 
and it wonôt be adopted] 



Scenario-based study: Using repositories & e-portfolio tools 
to submit an application for employment 

 

43 

The employerôs viewpoint 
The scenario as described in the invitation to tender suggests that the applying academic is 
the central actor. However the scenario covers a job application, and as such we must 
consider that process, and the other actors involved.   

The other main actor is the employer ï both the individual (or small group of individuals) 
making the employment decision, and their institution (with associated departments such as 
HR and finance).  In most employment cases, the employer initiates the process by publishing 
a vacancy.  They also define and control a large number of aspects of the process ï the 
timescales, compulsory aspects of the application process, and critically the decision making.  
In almost all recruitment activities (except for those at the highest level, which this is not), the 
employer expects to have considerable control over the process and the outcome.  Activities 
and information will be presented (in large part, at least) according to their policies, 
requirements and preferences. 

The employer is therefore in a position of legitimate power in the transaction: if the applicant 
academic was not interested in the post, they would not bother to request the application 
information or to go to the trouble of applying.  The employer is deciding whether to 
accept/progress the offer made, and the process of how the offer is made, whether it is 
progressed, and in what way (e.g. interview) is almost entirely under the control of the 
employer, partly through non-negotiable requirements (e.g. HR regulations, ethical and legal 
considerations), and partly through the custom and practice of the employer and the HEI 
sector. 

To an extent, this is an oversimplification for the academic recruitment we are considering ï 
recruitment for posts where the role requires high levels of specialist skills tend to have 
relatively low numbers of applicants, and of course the applicant may themselves decide to 
refuse an offer made.  Nevertheless, we consider that in the scenario described in the ITT, 
the employer is largely in control of the process and the outcome (from the point where the 
applicant academic decides to apply). 

It is worth noting that internet developments in recruitment (largely targeted at tighter 
matching of requirements to personal skills, and probably as a result streamlining the early 
sifting phases) appear to be gradually changing this (creating pools of expertise and 
ñbrokering servicesò rather than straightforward publish-apply-offer sequences).  Similarly, for 
high value recruitment, specialist services (ñheadhuntingò et al) have existed for a long time 
which alter and in some cases circumvent the traditional recruitment process.   

Our intention here is to consider the relatively traditional process only for the following 
reasons: 

1. This is the requirement described and implied in the Invitation to Tender. 

2. We believe it is the most common approach used for the scenario described. 

3. The project is substantially about using the capabilities of ICT to: 

a.  improve the quality of information presented to the employer in terms of 
matching information provided by the candidate against the requirements of 
the post offered (there are similarities here to the e-APEL process); 

b. allow the applicant to represent and express themselves more fully , in a way 
that is under her control, in submitted documentation.  

Achieving a technical and process model for this is, in itself, a significant innovation.   
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Requirements of the recruiting academic 

From discussions and research to date, we conclude that most senior academics are familiar 
with the recruiting process, and have clear views about the way that judgements will be made 
about applications. 

While the availability of additional and richer evidence to support an application is of course 
attractive, the project will need to consider the following issues: 

1) Proportionality.  The additional evidence will need to be of sufficient interest/value to 
the process to justify the additional effort that is  

a.  required by the senior academic to view it, and 

b. (indirectly) by the applicant to present it (particularly if this evidence is not 
ñnaturally occurringò ï i.e. already exists in a usable form somewhere on the 
internet). 

For example, in order to access additional linked evidence, the appointing academic 
should not have to enter numerous passwords, navigate far to the information, install 
new viewer software, learn new skills, etc. Ideally the academic should be able to 
click on hotlinks and automatically retrieve the additional information. 
 
Nevertheless, despite this concern about ñworth the effortò it is worth noting that when 
the post being recruited is a key member of the academic team, many recruiting 
academics will go to considerable lengths to select the right candidate.  This suggests 
the scenario is one in which e-portfolio evidence may well be reviewed diligently.   

2) Practicality.  The additional evidence will need to: 

a. Be available wherever the senior academic chooses to review the 
applications, for example, on the train.  So for example, the main narrative, 
reflections, and text based parts of the CV should be printer-friendly to ensure 
that sufficient information is available for a fair judgement to be made if none 
of the linked information is available.  Additionally, the use of rich evidence 
must not alter important processes relating to referees, e.g. that comments 
should definitely be uneditable, and possibly even inaccessible by the 
candidate. 

b. Not impede the process by which comments and notes are made against the 
evidence (either as preparation for the interview, or as notes to pass back to 
HR  along with a recruitment decision) 

3) Deal with the problem at hand.  For many academic recruitments, the list of 
applications is fairly short and offers no perfect candidates ï the recruitment/interview 
decision is therefore based on a complex set of judgements about ñbest fitò.  An e-
portfolio has the potential to provide more information about suitability for interview, 
and to identify searching personalised questions for interview (which is seen as 
essential). 
 
In other scenarios, for example where there are the number of candidates who have 
a superficially strong enough application to suggest an interview is larger than the 
number of interviews the recruiting academic was planning, the additional information 
presented might provide more detail on which to shorten the interview shortlist. 

4) Support improvements elsewhere in the recruitment process.  Most employment 
recruitment processes involve a process of matching claimed skills/experience 
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against job requirements (often involving both essential and desirable 
skills/experience).  Manually matching claims made on a CV against requirements, is 
an area where improvements can be made.  Examples of improved recruitment 
processes include: 

a. Online application forms to support the CV, which require the applicant to 
explicitly state how they meet the published criteria (usually just the important 
ones) 

b. The e-APEL process (piloted in Derby) where applicants create a series of 
substantiated claims of skills, knowledge and experience, and then map 
these (many to many) to a series of requirements. (the e-APEL scenario is 
not directly relevant to the scenario here, we are investigating similar 
approaches in other projects concerned with job application. 

c. For a lengthy transition period, rich, e-portfolio supported applications will 
need to be handled alongside traditional paper based applications and less 
sophisticated electronic processes, which means (for example) being able to 
evaluate them all against the same decision criteria, and ensuring that one or 
other candidates are not unfairly advantaged/disadvantaged (noting however 
that any given employer may demand that all applications are either paper 
based, web based or e-portfolio based. 

d. The rich e-portfolio supported application will have to be ñat least as printable 
and/or viewable offlineò as the traditional application.  This probably means 
that the application process includes some practical limits on the amount of 
review work required by the senior academic, which is attractive.  Open-
ended, very rich and intricate evidences present potential challenges for an 
institution to handle effectively and fairly. 

The University HR department perspective 

While on the one hand the recruitment process is a bilateral transaction between the 
recruiting academic and the applicants, in practice, the entire process is conducted according 
to strict university procedures.  These procedures, led and enforced by university HR 
departments are based on a combination of legal requirements, established HR practice in 
UK employment, and the corporate objectives of the particular university.  We have therefore 
consulted with two HEI HR departments to: 

 Understand current HR processes 

 Investigate how the proposed scenario would affect these processes and the associated 
implications. 

It is important to note that this consultation is not representative of the HEI sector as a whole, 
although the institutions consulted did operate very similar approaches. 

Findings regarding the current recruitment process 

 The number of applications for academic posts such as that in the scenario appears to be 
very varied.  One university reported up to 90 applications for some posts (e.g. Lecturer in 
Film Studies) with sometimes only 2 or 3 for other posts (e.g. Actuarial Studies).  
Archaeology is likely to be receive relatively low numbers of applicants. 

 Most universities now use workflow software to manage the recruitment and employment 
process. Such software is owned and managed by the HEIHR department.  In some 
cases, it is integrated into the universityôs general HR and wider business systems.  In 
some cases, externally provided software is used, in others, the HEIôs MIS team have 
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produced the application.  Although such systems have appeared only in recent years, 
take-up appears strong.  Several are still in a state of development, although many have 
sophisticated workflow features (not all of which are used). 

 Where such recruitment software is used, it usually has a web portal which is used for 
advertising posts and managing the creation and workflow of employment applications.  
The same systems are used for all almost all levels  and types of post within the HEI, 
although the process details vary depending on the seniority and nature of the post. 

 HEI HR departments appear comfortable with the principles of candidates submitting 
additional evidence to support their application, and believe that the systems can either 
support this, or could with small modifications. Candidates for academic posts such as 
that in the project scenario are usually required to complete a form with administrative 
information and to upload a CV (in the form of an attachment, e.g. Word or PDF).  
Commonly, for more junior academic posts (and administrative/clerical posts) all the 
information is provided on the form.  Candidates may also be asked to provide a covering 
letter which provides information matching their application to the job specification.  In 
some cases, the form to be completed will accept the inclusion of a URL.  For some 
specialist applications, candidates already send supporting information (for example, a 
music lecturer might include electronic recordings of work on CDROM).  External 
references may also be included as links within uploaded attachments such as word 
documents. 

 Pursuit of academic and personal references for academic posts is ideally done prior to 
interview although in practice references for many candidates only arrive after the 
interviews are completed.  The recruiting academic is required to use the system for 
short-listing and other activities in the recruitment process.  Referees are generally not 
required to use the system. 

 Typically 2 to 3 references are sought. The reference is requested in writing by the HR 
department, and is based on a generic letter, accompanied by the job description.   The 
employment offer job is made contingent to satisfactory references, and these are 
pursued by the HR team vigorously.  Candidates are also required to produce evidence of 
their highest academic qualification (e.g. degree certificate).  The recruiting academic has 
little involvement in the organisation of these processes, although they would approve the 
references as satisfactory. 

 The recruiting academic is expected not to informally contact the applicantsô previous 
employers, although HR teams are aware this does happen and can do little to stop it. 

 Training recruiting academics to use HEI online recruitment system appears to be a work 
in progress and in some cases presents significant challenges.  HEI HR departments are 
not generally heavily staffed.  Interviews for posts are not always attended by HR staff. 

 Records from the application process (stored both on the system and in paper files) form 
the basis of the HR record for the successful applicant.  Files for unsuccessful applicants 
are destroyed after 6-12 months.  Files for employees are retained for 6 or 7 years after 
the employee ceases employment.   Reasonable care is taken to ensure that only 
relevant information is kept. Access to such files is strictly controlled and HR staff appear 
aware of the broad obligations of the Data Protection Act. 

 The HEI HR departments we spoke to expressed serious doubts about whether the 
recruiting academic would take the time to look at this evidence in practice, particularly 
when there is a large amount of information to work through.  This led to concerns about 
the ethics of requesting such information (or even allowing the applicant to provide it) if 
the likelihood is that it will not be considered.  Further, they expressed concerns about 
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anything that interferes with either the formal business of communicating with the 
applicant (e.g. the recruiting academic cannot send off questions or comments to the 
applicant) or the formal request for references.  The annotation of assets by referees was 
seen as difficult to support without the risk of legal challenges. 

Cultural considerations 
The majority of work in the project has been concerned with assessment of technical 
approaches and viability of the e-portfolio employment scenario.  We have also considered 
the legal and ethical aspects of the scenario and concluded that, while there are a number of 
practical implications of legislation (including primarily the Data Protection Act) for the design 
of a system, none of these implications substantially affect the viability of such a system. 

This part of the report looks at cultural considerations: how would such a system be regarded 
by the key stakeholders ï notably the HR department and recruiting academic, the referee 
and the applicant.  The project covers an early stage in the lifecycle of technical development 
ï working on virtual proof of concept and key technical issues, with any implementation 
almost certain to be several stages and years downstream.  However, clarifying user needs 
and wants is always an essential part of an early business case, and we believe is particularly 
important for two reasons in this project: 

 E-portfolio projects rely heavily on user contributions to make them successful, so 
users individually must feel that the effort of contributing is worthwhile.  There are many 
examples of failed and failing e-portfolio implementations where lack of take-up is the 
critical point of failure. 

 

 Gallôs Law15 applies to the proposed system: 

"A complex system that works is invariably found to have evolved 
from a simple system that worked. The inverse proposition also 
appears to be true: A complex system designed from scratch never 
works and cannot be made to work. You have to start over, beginning 
with a working simple system." 

The system as outlined in the scenario involves multiple actors, multiple assets, and 
multiple processes and purposes.   We have simplified the scenario to include only the 
processes up to and including the decision to interview, however we need to further 
identify the parts of the scenario which bring the most potential benefit in order to help us 
describe a successful incremental development process. 

Specifically in relation to Gallôs Law, in some aspects of the work there is a risk of implicit 
assumptions in the technological approach that: 

 because a claim can be verified, it should be verified, 

 if technology can assist in the speed or efficiency of the verification process then it should 
be considered. 

                                                      

 15 http://en.wikipedia.org/wiki/Gall's_law 
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However, there is clear evidence from consultation with recruiting academics, HEI HR 
personnel and applicants that pragmatism in the form of consideration of the effort involved 
and the risks associated with not verifying claims is also a major factor, at least in current 
processes.  For example: 

 HEI HR departments only seek verification of the highest academic qualification (i.e. if a 
PHD is available then no evidence to prove an MSc or a BSc exists is made). 

 Evidence in the form of the certificate is accepted (in some cases, a copy may be 
accepted).  While these are relatively easy to forge, and verification with the awarding 
institution is easy provided the applicant agrees, such verification is not usually 
undertaken. 

 Referees are generally not asked to comment on the veracity of claims made about work 
which they would be aware of, even though they are asked to comment on the applicantôs 
suitability for a particular post, evidenced by the job specification. 

 Recruiting academics believe that they have the skill to determine the overall veracity of 
an application by expert judgements about its internal consistency and through the 
process of interviewing and possibly other factors such as their own knowledge of the 
domain, and the applicantôs reputation.  

 Recruiting academics will contact the applicantôs current employer (if known to them) for 
an informal telephone reference, even though they know that (a) this reference will not be 
recorded and (b) have virtually no legal weight (c) they are not supposed to.  

This implies that the documentation provided in the application is used primarily to 

 support the short listing and interview process 

 provide evidence for inclusion in the HR file to support statutory and other processes 

 ensure the candidate meets the minimum objective criteria 

The scenario in this project seeks to change this ï including more and richer evidence to 
support claims and thereby having a bigger effect on the candidateôs prospect for employment 
at the application stage.  If this were not the case, why would the candidate bother to 
assemble and present the evidence in the first place?   Even were the evidence pre-existing 
(e.g. in a personal portfolio) editing it for employment application would most likely require 
significant effort. 

It may therefore be the case that as the evidence presented becomes richer, the internal 
consistency in the application may become a form of self-validation which could provide a 
stronger claim, and therefore a more reliable basis than the current lack of validation  

Legal aspects 
This part of the report looks at the following legal areas: 

 Data Protection Act 

 Disability Discrimination Act 

 Copyright and associated law relating to IPR 

Legal references are listed in Appendix F.  
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This part of the report is not a definitive or comprehensive study, and has not been 
undertaken by persons qualified to give legal advice.  Readers should not rely on it but seek 
their own advice. 

The Data Protection Act 

The use cases and underlying principles described in this approach involve the passing of 
personal data from the candidate to the employer and referee. While the legal framework for 
personal information relating to employment application is well established (and beyond the 
scope of this report), we consider here some of the implications relating to the changes to the 
application process introduced by the ICT services proposed in this study. 

It is customary for HEIHR departments to store information supplied as part of the 
employment application process within the employeeôs HR record indefinitely during their 
employment and for a period thereafter.  It is reasonable to expect them to wish to do the 
same for electronic application records. 

Permission does not need to be sought from individuals to hold personal data, provided the 
holding of the data is for a reasonable purpose.  However, data should not be held longer 
than required. 

The Charlesworth report16 describes the first part of the problem: 

 ñColleagues working in the field of digital preservation have long worked onéthe 
preservation of the most important aspects of a document across time and various 
generations of platform and operating system. Recently, a different question has 
begun to fascinate the sector: What should be preserved? 

ñAs a practical matter, it is difficult to ensure that data is not retained, the digital rights 
sector notwithstanding. Information is stored, replicated and analysed both in and out 
of its original context on a regular basis, in a quite legitimate manner that is 
nonetheless attracting large amounts of attention as consequences both imagined 
and entirely unforeseen become evident. 

ñCareful auditing and pruning of stored data means that the data controller simply has 
less to worry about. Data that is no longer retained cannot be used inappropriately; 
more importantly, the accusation of inappropriate use of the data can be easily 
denied. Storage requirements are reduced, the potential for embarrassment is 
reduced, and sufficient data is retained for appropriate reuse.ò 

The report goes on to describe a legal metadata schema which would allow legal metadata to 
accompany an asset in order to facilitate (and potentially allow enforcement of) correct 
processing (for example, recording why the data was collected, expected duration of 
retention, decisions taken about processing, etc). In the information security world this is 
known as a ñsticky policyò. The report also describes a series of outline arrangements for 
these processes. 

                                                      

16Implementing FE/HE Data Protection Practices in a Proof-of-Concept Legal Metadata 
Schema, Em Tonkin, Andrew Charlesworth. Version 1.0 © JISC 2007 Tel: 0117 954 5633 
Fax:0117 954 5208 E-mail: a.j.charlesworth@bristol.ac.uk 
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However, the report also notes that common schemas for portfolio records do not currently 
include provision for such data:   

ñéit seems that those developing the UKLeaP and IMS ePortfolio have not, to date, 
seen it as a priority to introduce legal metadata to their specifications.  In large 
measure this hesitancy appears to have been due to the relatively low importance 
ascribed within individual projects to the legal implications of data storage and usage, 
and a resulting concentration on issues relating to the technical, rather than legal, 
interoperability of LLR systems.ò 

Furthermore, the report also notes that such approaches to recording and using legal 
metadata are not widespread:  

ñMetadata-based approaches to legal matters are, as of the present day, relatively 
rare outside of the area of intellectual property law, specifically copyright (Gadd et al 

2004; Coyle 2005). However, in more general terms, there exists a large body of 
research relating to automated approaches to legal issues. The field of law was and 
remains of interest to researchers in the fields of artificial intelligence and knowledge 
management, with approaches ranging from logic programming to case-based 
reasoning and knowledge engineering and ontology development in the area.ò 

Sensitive Personal Data (defined below) is much less likely to appear within HR records 
(although it is possible that some may).  There are significant additional restrictions on the 
holding and processing of Sensitive Personal Data. 

The project need not concern itself too greatly with particular issues relating to the DPA law 
itself as many safeguards will already be in place within HR departments.  Nevertheless, 
security is a process, not a product, and therefore attention must be paid to each part of the 
use case.  There is no point for example in ensuring that applicants can release information 
under carefully controlled conditions, if these conditions are easily defeated by inappropriate 
and/or unwitting use of the materials once submitted. 

It is clear from information presented in this report and elsewhere that achieving a legal 
metadata or sticky policy system with sufficient flexibility and control to permit only legally 
acceptable processes is likely to be a costly affair, both in terms of implementing the 
appropriate metadata/policies, the associated workflow and system controls to make effective 
use of it, and the skills of data controllers and other people involved in the processing.  
Additionally there remains (as described in the Charlesworth report) much developmental 
work to be done to make this viable. The EC TAS3 project is investigating these issues and 
hopes to make substantial progress towards the automated enforcement of legal policies. 

It seems to us unlikely that such work will be pioneered in education.  There are many higher 
stakes employment scenarios (for example, in banking, medicine, politics and aviation, where 
litigation and compliance are far higher up the agenda) where such approaches are likely to 
be first seen.  In the meantime, education will rely on human-moderated processes.  These 
are likely to require: 

 Increased awareness of the requirements of the Data Protection Act (and associated 
custom and practice in HR) 

 Ongoing training for personnel dealing with personal and sensitive data. 

 Corporate policies covering the ranges of information to be processed 
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Legal issues relating to non-personal information 

Many of the assets which the applicant may wish to submit do not contain personal 
information (for example, academic papers and presentations, research, etc.).  Here, the 
issue is most commonly one of Intellectual Property Rights, and the rights of the applicant to 
confer usage rights on the employer.  In the report from UKOLN 17, the confusion faced by 
many researchers is clear ï ownership and rights to publish are complex, with almost all 
cases requiring legal advice for clarity and confidence to proceed in practice.  We have taken 
the view in this project that: 

 The inclusion of electronic media in applications for employment is broadly 
the same as for traditional media, and is a decision which the academic has 
to make for themselves.  Academics should be familiar with confidentiality 
and other rights and requirements in relation to such material; 

 High value resources (for example, the subject of patent applications) will 
have existing ICT and human-based protection measures to stop casual or 
inadvertent exposure; 

 The issue of sharing of research data within the academic community is the 
subject of much separate activity (by UKOLN and others).  The employment 
application use case is unlikely to lead the field in defining new practice in this 
respect; 

 Breaches of IPR (for example, when an applicant provides information to the 
employing HEI without permission) is unlikely to lead to major loss because 
the audience for the material is necessarily limited (because job application 
information is confidential to a small number of people); 

 Job application processes usually include waivers for information supplied.  
Such waivers will be increasingly important where the evidence supplied as 
part of the application is richer, larger and/or more varied. 

Developments such as Creative Commons and Science Commons, along with UK research 
councils and JISC are likely to alleviate the currently complex legal position.   

Other legal issues 

The Disability Discrimination Act (and associated SENDA legislation) is also relevant to the 
employment scenario. The employing HEI must make reasonable efforts to avoid 
discriminating against candidates with special access needs.  This means in practice that the 
existing arrangements for accepting paper applications (as an alternative, even where the 
majority of applications are made online) must be retained, including allowing applicants to 
submit rich portfolio information as part of their on-paper application. 

Conclusion 

In the ñProject Killer Reportò18, the implications of DPA on a Lifelong Learner Record project 
were investigated, with a particular view to determining whether there were aspects of the law 
                                                      

17ñDealing with Data: Roles, Rights, Responsibilities and Relationships, Liz Lyon, UKOLN, Jun 
2007  

 

18Legal Issues that could Block the Development of a National Lifelong Learner Record 
System, Charlesworth, 2005 http://www.bristol.ac.uk/law/research/centres-themes/law-
it/jisc1/prokill.pdf 

Footnote continued on next page. 

http://www.bristol.ac.uk/law/research/centres-themes/law-it/jisc1/prokill.pdf
http://www.bristol.ac.uk/law/research/centres-themes/law-it/jisc1/prokill.pdf
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which made the project unlikely to proceed successfully.  The project concludes that ñwhile 
there are a range of legal issues that will have to be addressed if a national LLR system is to 
be successfully implemented, scenarios in which some aspect of UK law proves to be a 
óproject killerô appear highly unlikely.ò  Following brief discussions with Andrew Charlesworth 
in relation to this project (which has many similarities in terms of the data and the relationship 
between individuals and their institution) the challenges are significantly lessened because 
the purpose is clearly defined (employment application), consent is given, and the information 
provided is not made widely available.  It therefore seems even more unlikely that legal 
concerns would stop the implementation of the scenario as envisaged, provided that existing 
safeguards are maintained and a number of simple measures are taken (for example, 
ensuring applicants sign waivers). 
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11. Appendix B ï Assets List 
Assets Type Media Type Located Access Level Owned / Hosted By Controlled By Content or URL Authentication

List of admin responsibilities Admin Evidence Document Hard drive Private Academic Academic Content n/a

Conferences organised Admin Evidence Online Various Public Various Various URL None

PhD Certificate Online HEI Student Record System Private HEI HEI URL Secret URL or Account login

MA Certificate Online HEI Student Record System Private HEI HEI URL Secret URL or Account login

BA Certificate Online HEI Student Record System Private HEI HEI URL Secret URL or Account login

PGCHE Certificate Online Staff Development Unit/HE database at HEI4 Private HEI HEI URL Secret URL or Account login

References Employment References Document Hard drive Private Academic Academic Content n/a

Open Testimonials Employment References Scanned Hard drive Private Academic Academic Content n/a

CPD Records Professional Development Online HEI Staff Development Unit or HR database Private HEI HEI URL Secret URL or Account login

Society of Antiquaries Certificate Professional Esteem Indicator ? Hard drive Private Academic Academic Content n/a

Fellowship of the Higher Education Academy Professional Esteem Indicator ? Hard drive Private Academic Academic Content n/a

Letter of appointment as external examiner Professional Esteem Indicator Scanned Hard drive Private Academic Academic Content n/a

Seminar / Lecture credits Professional Esteem Indicator Screengrab Hard drive Private Academic Academic Content n/a

Membership of Research Group Professional Esteem Indicator Online Web Public HEI HEI URL None

Fellowship of the British Academy (FBA) Esteem indicator Online Website/URL

Consultancies Esteem indicator Scanned Hard drive Private Academic Academic Content None

Editorships of journals Esteem indicator Online Web Public Various Various URL n/a

Service on Boards of learned societies Esteem indicator Online Web Public Various Various URL n/a

Discussion group entries Reflections Online Web Various Various Various Content n/a

Personal notes and blogs Reflections Online Web / HardDrive Private Various Academic Content n/a

Publication List Research and Publication Online HEI School Website Public HEI Academic URL None

Citations count Research and Publication Online Arts and Humanities Citation Index website Public Various Various URL None

Online Reviews of publications Research and Publication Online Web Public Various Various URL None

Reviews of Publications Research and Publication Scanned Hard drive Private Academic Academic Content n/a

Online Journal Papers Research and Publication Online Online Journal Subscription Online Journal Online Journal URL Account login

Pre-publication or unpublished manuscripts Research and Publication Online HEI Repository Public HEI Academic URL None

Text for Exhibitions Catalogue Research and Publication Document Hard drive Private HEI Academic URL None

PhD Thesis Research and Publication Online HEI Repository Public HEI HEI URL None

Projects Led Research and Publication Document Hard drive Private Academic Academic Content n/a

Projects pending Research and publication Bid document Hard drive Private Academic Academic Content or URL n/a

Project Websites Research and Publication Online HEI Public HEI Academic URL None

Project Outcomes Research and Publication Document Hard drive Private Academic Academic Content n/a

Excavation Reports Research and Publication Online Arts and Humanities Research Council Repository Public HEI HEI URL None

Digs blog Research and Publication Online Blogger Public Google Academic URL None

Photos from Digs Research and Publication Online Flickr Public Flickr Academic URL None

Digs Videos Research and Publication Online YouTube Public YouTube Academic URL None

List of PhDs supervised Research and Publication Document Hard drive Private Academic Academic Content n/a

Undergraduate module catalogue Teaching Evidence Online HEI Website Public HEI HEI URL None

Learning materials Teaching Evidence Online HEI VLE Private HEI Academic URL TBD

Learning materials Teaching Evidence Online Jorum Registration Jorum Academic URL account login

Reusable Learning Objects (RLOs) Teaching Evidence Online HEI repository

Student Evaluations Teaching Evidence Screengrab Hard drive Private Academic Academic Content n/a

Teaching / Student Feedback Videos Teaching Evidence Online YouTube Public YouTube Academic URL None

Miscellaneous Positive Feedback Teaching Evidence Document Hard drive Private Academic Academic Content n/a

Teaching papers and teaching project reports Teaching Evidence Online HE Academy Public HE Academy HE Academy URL None

Public lectures Teaching Evidence Online Various Public Various Various URL None

Referees Contact details ? Address book Private Academic Academic email address n/a  
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12. Appendix C - Existing projects and 
processes 

This section outlines the results of our research into existing projects and processes which 
might demonstrate partial solutions to the challenges presented by the scenario. 

eP4LL: ePortfolio for Lifelong Learning (ePortfolio 
Reference Model project) 
Led by The University of Nottingham, this was one of 6 Reference Model projects funded by 
JISC as early work for the e-Framework. (Others were FREMA, looking at assessment, 
LADIE, looking at learning design, XCRI, looking at course information, COVARM, looking at 
course validation, and PLE looking at personal learning environments). 

The focus of early work was on transition, including to and from employment as well as 
between episodes of education, looking at proving common patterns at different stages. 
Detailed work in the later stages of the project was focused on the UCAS process, seeing 
how it could be aligned more to an HR-type recruitment process.  

The project proposed a web services approach to ePortfolio, resulting in a óthinô model driven 
by an óengineô which would enable individual learners to join distributed evidence together 
using different services to evidence achievement. This would enable learners to integrate 
learning from different contexts, personalise their learning and present themselves to a range 
of different audiences. Individuals should be able to replace standard services available within 
a system with different versions of those services if these were more suitable to meet their 
needs. Storage of the information, the engine serving the information and the services 
providing and consuming the information would be separated, and existing interfaces re-used 
where possible. This was intended in place of use of monolithic existing standards: it was 
proposed that more agile, lightweight application profiles and interfaces be used which made 
use of existing working standards where practical. 

A specification, explored through an HTML demonstrator and two prototype web services, 
worked on the following model: 

 Potential applicants have access to a personal learning space, in which over time 
they have already structured an Individual Learning Plan (ILP) and begun to 
collect/reference ePortfolio evidence which might support an application, in 
collaboration with a tutor or adviser who is able to give feedback within the system. 

 Institution produces a course entry profile, which gives information on the essential 
and desirable attributes of students on the course.  

 Applicants use web services to dynamically access a number of course entry profiles 
and use these to help select the courses they want to apply for. A shortlist of chosen 
courses is referenced within the ePortfolio. 

 The applicant is able to access a template, tailor it to the course entry profile and use 
it to build a structured personal statement which addresses each of the requirements 
specifically, and allows links to other evidence available within the ePortfolio. Within 
the ePortfolio the applicant is able to share these with an adviser and obtain 
feedback. There can be multiple personal statements, appropriate for different 
courses. 

 The tutor is able to add a structured reference to this, which links to both the personal 
statement and the ePortfolio evidence and offers authentication of the evidence.  
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 The project suggested that it should then be possible to submit this through UCAS 
Apply: however this proved not to be possible within the scope of the project. The 
idea was developed further through the PortisHEad project (ongoing). 

The prototype services demonstrated óGet Entry Profileô and óGet ePortfolio itemsô. The latter 
allowed the user to pick items either from the local ePortfolio system or from another remote 
ePortfolio system. However this relied on both systems being mapped to UKLeaP to succeed. 
Security was flagged as an issue but considered to be outside the scope of the demonstrator.  

Current work with UCAS on applications 
JISC work in this area is focused in three projects: ADoM, DELIA and PortisHEad. 

ADoM is producing a domain map of undergraduate applications processes within the 
institution, looking at what currently happens with a view to highlighting good practice and 
enabling institutions to review and improve what they do. We donôt believe this is immediately 
relevant to the current project. 

DELIA is looking at how (and why) institutions might handle enhanced learner information 
beyond what they currently receive via UCAS Apply. This could include demographic 
information, results from pre-admissions tests, and ePortfolio evidence. The project is 
promoting the use of Course Entry Profiles (available via the UCAS website) to help 
applicants match themselves to suitable courses and to structure their applications to 
evidence this process.    

PortisHEad is using a case study approach to develop a practical application of the eP4LL 
model of admissions using the PebblePad ePortfolio system and UCAS Apply. Its original 
intention was to carry out a real life pilot version of the web services developed for eP4LL, 
including the use of structured Entry Profiles for admissions. Extra functionality was added to 
PebblePad so that students could carry out a significant part of their UCAS application from 
within the PebblePad interface, drawing in data from the University of Wolverhampton SITS 
system, as well as artefacts in Web 2.0 applications such as YouTube and Flickr. However 
the project found it more difficult than expected to provide a technical solution to transmission 
of data from the ePortfolio into UCAS systems. There has been no automated flow of data 
into the UCAS system and this has had to be replicated manually. The project has produced a 
number of UML diagrams which may be of interest to HEEPSS, including one showing how a 
selector might review a webfolio-style personal statement. 

Prowe 
The PROWE (Personal Repositories Online Wiki Environment) investigated the use of 
personal repositories (primarily wikis and blogs) to support part-time distance education 
tutorsô CPD needs. The projectôs main aim was to investigate the extent to which informal 
repositories within wiki and blogs could meet the professional development needs of part-time 
tutors for sharing and storing resources. 

While the project does not contribute directly to the authentication and authorisation issues 
which we face in the scenario, the work relating to meta-data tagging might have some 
bearing when we consider applicants tagging their assets. The research found that tutors 
ñhad very little interest in and were quite resistant to, adding more than minimal metadataò. 
Part of the reason for this was believed to be the increasing familiarity with Folksonomies 
(widely used at Flickr, YouTube, etc) which require minimal effort to apply. At this stage there 
is no evidence that users creating and aggregating assets for their e-portfolio will behave any 
differently. 
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UK Access Management Federation 
The UK Access Management Federation is a Shibboleth based federation supported by JISC 
and Becta, and operated by JANET(UK)19. The purpose of UK Federation is to provide 
universities, colleges and schools with a single standards based technical infrastructure for 
gaining access to multiple online resources and services for education and research. Athens 
is the proprietary infrastructure that currently provides this service but JISC and Eduserv 
failed to reach agreement on the funding of the Athens gateway from 1 August 2008. 
Consequently after this date institutions will need to either pay for the Athens service 
themselves, or start to use the UK Federation. 

As of 20 April 2008, the UK federation had 315 members, and the number was growing 
weekly20.  The primary reason for the current rapid growth is preparation for the 1 August 
closure of the Athens service. 

The UK Federation is built on trust. The universities, colleges and schools who participate are 
the providers of digital identities to their users. As such they need to provide guarantees to 
the federation that they will provide accurate data about their users, and observe best practice 
in relation to the exchange and processing of data21. Similarly the Service Providers (SPs) 
who provide services to federation members are who are sent this digital user identity 
information must agree not to disclose this to third parties. All organisations that join the UK 
Federation must do so as a legal entity and sign documentation to say they abide by the 
federation rules of membership22. 

It is not necessary for educational institutions to run their own Shibboleth Identity Provider 
(IDP) software. They may employ the services of an outsourced IDP, which many less 
technical institutions may wish to do, providing they inform the federation about this. But as 
the UCISA Guidance document states Access management is not just a technical problem; 
there are significant organisational, information management and governance issues that will 
need to be addressed in order for institutions to be able to accurately assert who its members 
are. This may cause significant problems to those institutions whose information management 
systems are not unified or kept regularly up-to-date, since the Rules of Membership require 
the data to be both accurate and up-to-date. 

A wide range of support services are available to institution wishing to join the UK Federation, 
including a Wiki, various mailing lists, training courses run by JISC, test pages to use during 
installation, configuration advice, the distribution of meta data to participants, and help and 

                                                      

19 Responsibility for the provision of the UK Federation is shared jointly between the Higher 
Education Funding Council for England, the Learning and Skills Council, the Scottish Funding Council, 
the Higher Education Funding Council for Wales, the Department for Education Lifelong Learning and 
Skills and the Department of Employment and Learning Northern Ireland (represented by the JISC) 
and the British Educational Communications and Technology Agency 

20See http://www.ukfederation.org.uk/content/Documents/MemberList for an up-to-date 
membership list. 

21 ¢ŀƪŜƴ ŦǊƻƳ άDǳƛŘŀƴŎŜ ƻƴ !ǘƘŜƴǎ ŀƴŘ CŜŘŜǊŀǘŜŘ !ŎŎŜǎǎέ ǇǳōƭƛǎƘŜŘ ōȅ ¦/L{! ŀǘ 
http://www.ucisa.ac.uk/members/activities/accessman.aspx 

22 άUK Access Management Federation for Education and Research. wǳƭŜǎ ƻŦ aŜƳōŜǊǎƘƛǇέ м 
Nov 2007. Available from http://www.ukfederation.org.uk/library/uploads/Documents/rules-of-
membership.pdf 



Scenario-based study: Using repositories & e-portfolio tools 
to submit an application for employment 

 

57 

advice on which attributes to release to which SPs23. The plan is that with all this help and 
advice institutions will be able to migrate from Athens to the UK Federation by the 1 August 
deadline. For those that donôt make it, a fallback solution is to sign up to OpenAthens for a 
year and pay the membership fee for this. 

TAS3 
The TAS³ (Trusted Architecture for Securely Shared Services) Integrated Project started 
on 1 January 2008 and will run for 4 years. It aims to have a European-wide impact on 
services based upon personal information. Personal information is typically generated over a 
human lifetime, and therefore is collected and stored at distributed locations and used in a 
multitude of business processes. TAS³ will provide a next generation trust & security 
architecture that is ready to meet the requirements of complex and highly versatile business 
processes; thus enabling the dynamic user-centric management of policies to ensure end-to-
end secure transmission of personal information and user-controlled attributes between 
heterogeneous, context dependent and continuously changing systems. This will include a 
trust and data protection infrastructure for managing & assessing the risks associated with 
identity authentication (level of assurance) and the trustworthiness of actors. The architecture 
will satisfy four fundamental requirements: (1) the personal information must be processed by 
service providers that are perceived to be trustworthy by the individuals and other service 
providers involved, (2) the processor of personal information must be authorized to process 
this information, (3) all personal information should be managed and transferred securely, and 
(4) cross-context processes must respect all relevant data protection requirements. The 
implementation of sticky policies to accompany personal information will ensure that the 
privacy of the data subject is enforced throughout the entire system.  

TAS³ will validate and demonstrate its generic applicability in the domains of employability 
and eHealth. In doing so, the project will help establish the upcoming employability (data 
exchange) market and the self-management of personal eHealth information by trust-enabling 
the processing of personal data. Overall TAS³

 
will allow European citizens (learners, workers, 

patients) to self-manage their own personal information and provide at the same time trust for 
the increasing number of service networks that eligibly will make use of this information 

The TAS
3
 consortium consists of 17 partners from 10 different countries, consisting of 8 

universities, 2 global companies, 4 expert SMEs, 1 governmental research institute and 2 
non-profit organisations.   

MIAP 
The Managing Information Across Partners Programme (MIAP) is an initiative by more than 
40 partners24 to collect education and training information just once, then let it be used many 
times by anyone who is entitled to use it. Currently educational organisations collect 
education related information at different times, in different places, and in different ways. 
Universities, schools and colleges are continually being asked for references, certificates and 
transcripts which is time consuming and costly. Potential employers need to contact a variety 

                                                      

 23 see http://www.ukfederation.org.uk/content/Documents/FedSupport for more 
details 

 24 Partners include: Becta, Cabinet Office, Dept of Work and Pensions, HEFCE, JISC, 
Local Govt Assoc, and UCAS. The latest list can be obtained from 
http://www.miap.gov.uk/partners/ 
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of organizations in order to validate the information about a single candidate. MIAP plans to 
streamline this process by: 

i) Allocating a globally unique id, called a Unique Learner Number (ULN), to each 
student aged over 14. It will be mandatory in academic year 08/09 for all learning 
providers funded for further education and work based learning to register all 
recorded students with the ULN provided by MIAP's Learner Registration Service 
(LRS). 

ii) Allowing learners to link, via their ULN, all their educational pieces of information 
together into a Learner Record, in order to create a lifelong record of their 
learning achievements. Learner Records will be accessible over the Internet and 
learners will agree who else can see it, or elements of it. The full service is 
expected to be operational by 2010. 

iii) Defining a set of Common Data Definitions, to be used across the education and 
training sector. This work was completed in 2006. 

iv) Holding a register containing the details of the thousands of education and 
training organisations and the services they provide, called the UK Register of 
Learning Providers (UKRLP). This service was launched in 2005. 

Minerva 
QCAôs Minerva programme is being introduced to support the new 14 ï 19 Diploma, and is 
closely linked with MIAP.  Each Diploma student will have records of their Diploma 
qualifications, work experience, and other relevant achievements and awards collated in a 
Learner Account. In essence this is a repository for results data for an individual learner, 
with Awarding Bodies recording the student results into the learner account using a Minerva 
service. QCA is due to deliver the service in time for first teaching of the Diploma in 
September 2008. The primary key for accessing the learner account will be the MIAP ULN 
(Unique Learner Number). In the context of the scenario, it is not clear that Minerva will 
demonstrate any relevant functionality over and above what MIAP provides. 

 

FLAME 
The JISC funded FLAME project, run by LSE, is examining the use of Delegation of Authority 
(which they term Delegated Authority Management - DAM) and Attribute Release Policies 
(ARP) for use with Shibboleth and their Enterprise Directory. They have experimented with 
Grouper and Signet from Internet2 for DAM but the results were disappointing. Signet was not 
found to be viable in its current state, and Grouper was only found to be partially viable. They 
experimented with SHARPe from Australia for the setting of ARPs and found this to be a 
viable solution. 

Relevance to e-portfolios 
Users will need some way of managing the access rights of third parties to their private 
documents stored in repositories. Signet and Grouper could possibly have been used for this, 
and this would give a consistent interface across all types of repositories and mean that 
repository implementers would not need to implement their own access control mechanisms. 
However, it seems like the Signet and Grouper software is currently not in a viable state for 
rollout to users. An alternative could possibly be the setting of attribute release policies. A 
user would manage the release of his confidential documents to third parties, providing each 
document is treated as an attribute. With an ARP, the user says which service providers (or in 
general, which requesters) are allowed to receive which of his attributes. The implementation 
of ARPs would provide a mechanism for static delegation of authority to the user, but would 
not in themselves be a complete solution. 
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PebblePad 
PebblePad is described as a ñPersonal Learning Systemò, although we might recognise it as 
an e-portfolio application. PebblePad already contains the concept of a web presentation, 
referred to as a ñwebfolioò.  

PebblePadôs webfolio tool allows you to create the pages which will make up the 
presentation, and provides templates for formatting and navigation layout. There is a strong 
analogy here with creating a web site using an HTML authoring tool or CMS, and the webfolio 
/ presentation could be considered as a mini website. 

Relevant features of PebblePad include : 

 Users can create and manage digital assets, often using pre-defined templates or 
wizards;  

 Assets can be shared with existing PebblePad users, or with 'external' contacts for 
whom the user has an email address, or with everyone (called a ñpublic shareò);  

 If the share is not public then the people a user shares with have to log in to view the 
asset. They are sent login details (in a separate email from the URL of the asset) 
which enables them to view the asset in their web browser, and comment on it using 
functionality built into the page.  Their email address is used as a username and a 
temporary password is generated for them. This is not a full PebblePad account login, 
but just gives them access to the asset in their browser.  

 Comments are shown in a format similar to a discussion list. Comments can be made 
private to the PebblePad account holder (i.e. the person who owns the asset) but 
cannot be made invisible to them, or visible only to another specified person.  

 Users can set permissions for the share :  

o allow comments; 

o allow copying; 

o allow collaboration; 

o allow cascading of permissions (i.e. recipients can share with others ï this is 
dynamic delegation of authority). 

 Users can also set a time limit for the share  

 You can enter / copy and paste text into the pages you are creating in your webfolio, 
and create hyperlinks :  

o email links 

o URLs to publicly available resources 

o URLs to assets within your portfolio. 

There does not currently seem to be any way to insert arbitrary HTML into an asset, which 
may be required to, for example, insert a Flickr 'badge' (photo slideshow). 

PebblePad also has a slew of new functionality in development, some of which is relevant to 
the scenario. 
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The Derby e-APEL project 
AlphaPlus are undertaking work separately for the Edge Foundation relating to the 
accreditation of workplace learning by HE, and the associated award of qualifications at 
undergraduate and postgraduate levels.  This relates to the HE@Work initiative which is a 
new partnership between Edge and UVAC25. 

We interviewed, Chris Newman, Sarah Malone, Rene Meijer and Jeff Braham about the 
project. 

The e-APEL project was conceived as an efficiency tool to improve the handling of APEL (the 
process by which new university applicants gain credit on arrival at a university).  The process 
is currently labour intensive and not well funded, to the extent that the process itself is a 
significant barrier to the number of entries in many universities. 

The challenge addressed in the project is to attempt to streamline the applicantsô production 
of evidence to support their requests for credit (the process that is currently highly iterative 
and handled face to face). 

The approach taken is to require the candidate to assemble evidences to substantiate 
claims they make about their skills, competence, knowledge and experience.  These claims 
are then matched (via a complex many:many matrix) to QAA A competence level indicators 
against which credit can be awarded.   

The practical method currently involves candidates filling in a rather complex online form. 

Although the application here is different to the scenario, the processes used, and some of 
the challenges faced in current management are very similar.  For this reason, we consider 
the approaches of the e-APEL project to be relevant.  Furthermore, they plan to (a) use 
HRXML and (b) use a reflective e-Portfolio (PebblePad) to support evidence management.  
We therefore intend to track developments in the project. 

The Common Repositories Interface Group26 
ñJISC set up the Common Repository Interfaces Group (CRIG) to help identify problem 
spaces in the repository landscape and suggest innovative solutionsò.  The project has been 
running since early 2007. 

The CRIG project terms of reference include: 

1. To identify interfaces critical to development of an interoperable network of 
repositories to serve the UK HE community. The Group will identify existing 
development on interfaces, and look for critical gaps. 

2. To prioritise those interfaces critical to achieving interoperability in UK context. 

3. To map out work required to specify service description for those interfaces and to 
test implementation. 

                                                      

 25 www.uvac.ac.uk/downloads/0502/HE@Work%202007.ppt 

 26 http://www.ukoln.ac.uk/repositories/digirep/index/CRIG 
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4. To liaise with e-Framework activity to specify service description within the digital 
repository domain. 

5. To inform digital repository development, for example software suppliers, where 
common interfaces should be supported.  

All of which are relevant to the HEEPSS project.  The project has identified three scenarios 
(similar in style to the employment scenario we are considering: 

Scenario one - The Scholarly Cycle 

SHORT VERSION: The Scholarly Cycle: A researcher discovers and reads papers on her 
project topic, some of which are accessed from repositories; she reviews some repository-
hosted papers and a dataset for journals and workshop, works on her own dataset via a 
laboratory repository and analysis tools; she starts a new workshop paper, which 
synchronises with her institutional repository, drawing metadata from other institutional, 
national and international services as appropriate.   

Scenario two - The all-round academic 

SHORT VERSION: The All-Round Academic: An academic holds teaching materials, 
research papers, committee notes, email threads, and so on, on his laptop. The institutional 
repository offers services whereby these are held and managed (datestamped, version 
controlled, related to each other, etc), by dynamic reference to other institutional, national and 
international services as appropriate.  

Scenario three - Complex Objects in Teaching and Admin 

SHORT VERSION: Complex Objects in Teaching and Admin: A lecturer creates a reading list 
for one of his MSc modules and stores it as an item on the teaching repository, which forms a 
basis for students' learning activity resulting in heavily annotated and amended versions of 
the reading list being submitted to the learning assessment repository. The examination and 
quality assurance processes are then managed using linked materials from repositories of 
teaching, teaching quality administration, and other administrative materials, with appropriate 
outcomes being made available via the students' eportfolio application.  

While none of these are directly relevant in activity terms to our employment scenario, the 
assets and processes (at a micro level) are very similar.  The CRIG group (according to their 
plan) are currently engaged in developing SUMs for a number of the above scenarios (or their 
constituent processes).  The CRIG project therefore offers us two opportunities: 

1) A fast track way to understanding how external applications can interact flexibly and 
easily (from a user perspective) with a diverse set of repositories, and hence begin to 
understand the repository domain (and associated projects such as OAI-ORE, 
SWORD, et al) which is an important area of our project, but in which none of the 
partners have specialist expertise. 

2) An understanding of how repository-focused SUMs are to be specified in the revised 
e-Framework. 
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The Flourish Project27 
ñFlourish is a two year project funded under the JISC Users and Innovation Capital 
Programme(e-administration theme) which started in March 2007.  The project seeks to ease 
the personal administrative burden experienced by learning, teaching and research 
practitioners at the University of Cumbria. It will do so by providing a flexible learning system 
which will allow colleagues to record significant aspects of their personal and professional 
development in ways which integrate with their existing workflows. This personal learning 
system will allow users to aggregate their records of learning and achievement into rich 
eportfolios to be used for a variety of professional purposes including career review, 
academic qualification, professional accreditation and personal development.ò 

Flourish is using PebblePad as its technology platform - we are already in discussion with the 
PebblePad team regarding how their system may support our scenario, and hence see no 
need to explore the detail of their activity.  However, the project aims to (among its 
objectives): 

 Work with professional accreditation bodies (e.g. HEA, SEDA and CILIP) to assess 
the efficacy of applications by ePortfolio (Users will be able to accumulate evidence to 
use when applying for professional accreditation.  They will have the evidence to 
hand and will be able to easily share it with the accreditor.  ) 

This application has functional similarities to aspects of the HE employment application 
scenario we are investigating. 

At the time of writing we could find no additional information about the projectôs progress on 
the web ï we will therefore contact the project team to discuss possible areas of overlap in 
relation to the accreditation activities. 

CD-LOR (Community Dimensions of Learning Object 
Repositories)28 
This project aimed to identify and analyse the factors that influence practical uptake and 
implementation of learning object (LO) repositories, with a focus on social and cultural issues 
in support of Programme Objective ii. It explored the use of LO repositories within learning 
communities based within single institutions as well as those that exist across institutions, 
regionally, nationally and internationally.  The project published its final report29 and 
recommendations30 in August 2007. 

We have reviewed the above project deliverables, along with the projectôs report on ñPersonal 
Resource Management Strategiesò.  The projectôs focus is entirely on learning resources ï 

                                                      

 27

 http://www.flourishproject.org/viewasset.aspx?oid=12116&type=webfolio&pageoi
d=12117 

 28 http://academy.gcal.ac.uk/cd-lor/  

 29 http://academy.gcal.ac.uk/cd-lor/documents/CD-LOR_Final_Report_v1p0.pdf 

 30 http://academy.gcal.ac.uk/cd-
lor/documents/CDLOR_Final_Recommendations_v1p0.pdf 
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how these are created, stored and shared within repositories.  While such resources might 
conceivably form an important part of the assets submitted as evidence for an application for 
a teaching post, the work does not appear to look at the ways in which such submissions 
could be made.  In fact, two potentially relevant areas of research: 

 Reflective practice when embedding Learning Objects 

 Developing institutional use cases and recommendations on organisational and staff 
development policies and strategies 

are highlighted as areas for additional research.  The project report does conclude however 
that: 

 LO repository development should focus on ñPedagogy pull vs. technology pushò, and 

 The critical question: why do repositories have few users? Is it only because they are 
in the early stages of development? Or is it because the repositories do not take into 
account user needs, current practice, organisational realities and cultural 
preferences? 

This gives us some confidence (although the domain in question is a little different) that 
focusing on the detail of the needs, expectations and wants of critical actors (the applicant, 
the employing academic) is indeed an important area of research for our project.  
Unfortunately no SUMs are available from the CRIG project at this time of writing 
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13. Appendix D : Security issues for sharing 
access to PII assets 

Technical analysis of the scenario 
From a technical perspective, an e-portfolio application is simply a distributed application that 
needs to access a userôs assets (or personal identifying information (PII)) that are 
distributed around the globe, and merge parts of it into a seamless whole for a trusted third 
party to view and possibly update (append), and finally to pass onto other third parties for 
them to view. In this respect it is little different from other distributed applications such as 
electronic health care applications, which need to access a patientôs electronic health records 
which are also distributed around the globe and held in different hospitals, GP surgeries, 
dental practices etc. at home and abroad. The generic technical aspects of such distributed 
PII, which may be needed by many distributed applications, including e-portfolios, are as 
follows: 

 a user has multiple sets of electronic personally identifying information. Each set is of 
varying size and complexity, and is held in different digital formats (e.g. pictures, text, 
videos etc); 

 one set of PII may refer to another set of PII. In general the sets may be linked in an 
arbitrary mesh; 

 the PII is distributed around the globe, and no-one person or organisation fully knows 
where all the information is. The user is the only person who is most likely to know where 
most (if not all) of her PII is stored, but even with the best will in the world, a user may 
forget where some of it is stored, or he may wish to ñforgetò that other PII exists (such as 
a criminal record or a bad reference from a past employer); 

 subsets of the PII are likely to be identified with different unique but unrelated identifiers. 
Even in countries which have national ID card systems, there is no guarantee that all a 
userôs PII will be held using the same national ID to identify it. 

 all the PII is governed by data protection legislation and therefore has to be handled 
appropriately by the recipients and holders of the PII. 

 different subsets of the PII have different sensitivity levels. Some of it may be publicly 
accessible information (e.g. postal address, telephone number), some of it the user may 
be willing to share with a wide range of people (e.g. degree classification or other 
awards), other of it will be highly confidential with the user only wishing to share it with 
close associates, whilst yet other of it may have strict legal restrictions on who may view 
the PII and under what conditions (e.g. criminal record); 

 most of the PII will currently be held in legacy (non-web services enabled) computer 
databases and therefore will need gateway machines to make it accessible to e-portfolio 
applications; 

 multiple, possibly conflicting, copies will exist of at least some of the PII.  

Given the above complexity, we would like a technical infrastructure that exhibits the following 
properties at least: 

 Each element of PII has an authoritative source who is responsible for its veracity. 
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 Each element of PII has a security policy that controls who should access it, for what 
purposes, what credentials they need to access it etc.  

 The security policy of an element of PII will be made up of different sub-polices, such as 
an access control policy, a privacy policy, and an authentication policy. 

 Different actors may be responsible for setting different elements of a PIIôs security policy 
e.g. the user may set some components of the policy, government (i.e. the law) may set 
some other components, and the current holder may set yet other components of it. 
Consequently there needs to be a mechanism for resolving any potential conflicts in these 
policies. 

 There should be a mechanism that allows a user to link together different elements of 
their PII, where those elements may be held in different repositories under different 
unique identifiers. 

 Each element of PII needs corresponding meta-data that describes it i.e. its content, 
format, security policies, authoritative source etc. 

 The technical infrastructure must be generic and be usable by many different 
applications. It should utilise pre-existing components wherever possible e.g. web 
browsers, and use SSL/TLS to secure the communications between the web browser and 
web services. We assume that it will be too costly to build a complete technical 
infrastructure just for e-portfolio applications. 

 The technical infrastructure must be easy to use. Ideally it will be browser based, and will 
use hotlinks to connect the various elements of PII together. 

How are repository assets embedded in a web 
presentation? 
The scenario as described in the ITT talks about assets being ñimported or dynamically drawn 
down é into her e-portfolioò. We take a clear view here that assets (or digital resources, in 
the language of repositories) are distributed around the web, and that rather than being 
ñimportedò or ñdrawn downò into an e-portfolio, the assets are the e-portfolio. From our 
viewpoint an e-portfolio is a distributed digital document, nothing more, nothing less. As with 
any digital document, it may be edited to grow or shrink in size, and may include other digital 
documents within it, either directly or by reference. Moreover we see that it is the task of the 
user interface to support the user (academic) in providing secure, managed views of the e-
portfolio document for different purposes and audiences. 

The answer to the question ñHow are repository assets embedded in a web presentation?ò is 
therefore that they are not. Rather, the references or URLs of the assets are embedded within 
a web document, which is in turn stored in a repository as just another asset. The web 
document can be viewed within a web browser, and may in this context be considered to be a 
óweb presentationô. Implicit in this description is the assumption of a RESTful model31. In 

                                                      

31http://en.wikipedia.org/wiki/REST 




